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CVE CVE-2012-6128
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-24 19:55:00 UTC
Updated 2017-08-29 01:32:00 UTC
Description Multiple stack-based buffer overflows in http.c in OpenConnect before 4.08 allow remote VPN gateways to cause a denial ¢

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Infradead Openconnect 1.00 All All All
Application Infradead Openconnect 1.10 All All All
Application Infradead Openconnect 1.20 All All All
Application Infradead Openconnect 1.30 All All All
Application Infradead Openconnect 1.40 All All All
Application Infradead Openconnect 2.00 All All All
Application Infradead Openconnect 2.01 All All All
Application Infradead Openconnect 2.10 All All All
Application Infradead Openconnect 2.11 All All All
Application Infradead Openconnect 212 All All All
Application Infradead Openconnect 2.20 All All All
Application Infradead Openconnect 2.21 All All All
Application Infradead Openconnect 2.22 All All All
Application Infradead Openconnect 2.23 All All All
Application Infradead Openconnect 2.24 All All All
Application Infradead Openconnect 2.25 All All All
Application Infradead Openconnect 2.26 All All All
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Application Infradead Openconnect 2.24 All All All
Application Infradead Openconnect 2.25 All All All
Application Infradead Openconnect 2.26 All All All
Application Infradead Openconnect 3.00 All All All
Application Infradead Openconnect 3.01 All All All
Application Infradead Openconnect 3.02 All All All
Application Infradead Openconnect 3.11 All All All
Application Infradead Openconnect 3.12 All All All
Application Infradead Openconnect 3.13 All All All
Application Infradead Openconnect 3.14 All All All
Application Infradead Openconnect 3.15 All All All
Application Infradead Openconnect 3.16 All All All
Application Infradead Openconnect 3.17 All All All
Application Infradead Openconnect 3.18 All All All
Application Infradead Openconnect 3.19 All All All
Application Infradead Openconnect 3.20 All All All
Application Infradead Openconnect 3.99 All All All
Application Infradead Openconnect 4.00 All All All
Application Infradead Openconnect 4.01 All All All
Application Infradead Openconnect 4.02 All All All
Application Infradead Openconnect 4.03 All All All
Application Infradead Openconnect 4.04 All All All
Application Infradead Openconnect 4.05 All All All
Application Infradead Openconnect 4.06 All All All
Application Infradead Openconnect All All All All
Reference Source Link Tags
Support / Security / Advisories / / MDVSA-2013:108 | Mandriva MANDRIVA  www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian -- Security Information -- DSA-2623-1 openconnect DEBIAN www.debian.org Vendor Advisory
OpenConnect VPN Gateway Stack Based Buffer Overflow Vulnerability BID www.securityfocus.com Vendor Advisory
Support/Advisories/MGASA-2013-0060 - Mageia wiki CONFIRM  wiki.mageia.org
openSUSE-SU-2013:0979-1: moderate: update for openconnect SUSE lists.opensuse.org

OpenConnect VPN client. CONFIRM  www.infradead.org

git.infradead.org Git - users/dwmwz2/openconnect.git/commitdiff CONFIRM  git.infradead.org Vendor Advisory
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oss-security - Re: CVE request: openconnect buffer overflow MLIST www.openwall.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
A | o]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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