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CVE CVE-2012-6135
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-19 17:15:00 UTC
Updated 2019-11-21 15:42:00 UTC
Description RubyGems passenger 4.0.0 betas 1 and 2 allows remote attackers to delete arbitrary files during the startup process.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Phusion Passenger 4.0.0 betal All All
Application Phusion Passenger 4.0.0 beta2 All All
Application Phusion Passenger 4.0.0 betal All All
Application Phusion Passenger 4.0.0 beta2 All All
Application Redhat Openshift 1.0 All All All
Application Redhat Openshift 1.0 All All All
Reference

IBM X-Force Exchange

CVE-2012-6135

917925 — (CVE-2012-6135) CVE-2012-6135 rubygem-passenger: untrusted apps Security check socket filenames reported by spawned appli
RubyGems passenger CVE-2012-6135 Security Bypass Vulnerability

oss-security - Re: CVE Request: rubygem passenger security issue
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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