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CVE-2012-6139

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCAVINAP Certain versions of Opensuse from Opensuse contain the following
’ vulnerability:

libxslt before 1.1.28 allows remote attackers to cause a denial of
service (NULL pointer dereference and crash) via an (1) empty match
attribute in a XSL key to the xsltAddKey function in keys.c or (2)
uninitialized variable to the xsltDocumentFunction function in
functions.c.

CVE-2012-6139 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

() CONFIRM xmisoft.org/XSLT/news.html

Bug 685330 — Crash near NULL when passing an [ Patch | P CONFIRM bugzilla.gnome.org/show_bug.cgi?
uninitialized variable to document() id=685330

libxslt XSL Parsing Flaws Let Remote Users Deny Service - ™ SECTRACK 1028338

Security Tracker [ text/html |
Debian -- Security Information -- DSA-2654-1 libxslt (© DEBIAN DSA-2654
text/html

openSUSE-SU-2013:0585-1: moderate: libxslt: fixed denial 9 SUSE openSUSE-SU-2013:0585
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https://cve.report/CVE-2012-6139/mitre
https://cve.report/CVE-2012-6139/nist
https://cve.report/CVE-2012-6139/cve_org
https://cve.report/CVE-2012-6139.pdf
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of service prob
Security Advisory SA52745 - Ubuntu update for libxslt -
Secunia

USN-1784-1: libxslt vulnerability | Ubuntu

Crash when passing an uninitialized variable to documenty()
(6€99c519) - Commits - GNOME / libxslt - GitLab

Security Advisory SA52884 - SUSE update for libxslt -
Secunia

Bug 685328 — Crash reading NULL when using xsl:key

Security Advisory SA52805 - libxslt
"xsltDocumentFunction()" and "xsltAddKey()" Denial of
Service Vulnerabilities - Secunia

SUSE-SU-2013:1656-1

[SECURITY] Fedora 18 Update: libxslt-1.1.28-1.fc18

Security Advisory SA52813 - Debian update for libxslt -
Secunia

Support / Security / Advisories / / MDVSA-2013:141 |
Mandriva

Fix crash with empty xsl:key/@match attribute (dc11b6b3) -

Commits - GNOME / libxslt - GitLab

Support/Advisories/MGASA-2013-0107 - Mageia wiki

SUSE-SU-2013:1654-1

openSUSE-SU-2013:0593-1: moderate: libxslt: fixed denial
of service prob

text/html

Vendor Advisory
web.archive.org
text/html

text/html
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text/html
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text/html

bugzilla.gnome.org
text/html

Vendor Advisory
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text/html
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Vendor Advisory
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text/htm
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text/html
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text/html
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text/htm

text/html
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text/html

{ SECUNIA 52745

@® UBUNTU USN-1784-1

B CONFIRM
git.gnome.org/browse/libxslt/commit/?
id=6¢c99c519d97e5fcbec7a9537d190efb442e4e833

){ SECUNIA 52884

P CONFIRM bugzilla.gnome.org/show_bug.cgi?
id=685328

){ SECUNIA 52805

e SUSE SUSE-SU-2013:1656

FEDORA FEDORA-2013-4507

) SECUNIA 52813

& MANDRIVA MDVSA-2013:141

B CONFIRM
git.gnome.org/browse/libxslt/commit/?
id=dc11b6b379a882418093ecc8adf11f6166682e8d

2y CONFIRM
wiki.mageia.org/en/Support/Advisories/MGASA-
2013-0107

e SUSE SUSE-SU-2013:1654

9 SUSE openSUSE-SU-2013:0593

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Vendor Product

Type

Version

Update Edition Language
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Application Xmlsoft Libxslt
Application Xmisoft Libxslt
Application Xmlsoft Libxslt
Application Xmisoft Libxslt
Application Xmisoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
Application Xmlsoft Libxslt
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Kk ak oKk kK,

cpe:2.3:0:0pensuse:opensuse:11.4: " x>

cpe:2.3:0:0pensuse:opensuse:12.1:

Kk kKK kK,

cpe:2.3:0:0pensuse:opensuse:12.2:*: "
cpe:2.3:0:0pensuse:opensuse:12.3:*:
cpe:2.3:0:0pensuse:opensuse: 1.4
cpe:2.3:0:0pensuse:opensuse:12.1:
cpe:2.3:0:0pensuse:opensuse:12.2:*:***

cpe:2.3:0:0pensuse:opensuse:12.3:*:

cpe:2.3:a:xxmlisoft:libxslt:0.0.1: "
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cpe:2.3:a:xxmlsoft:libxslt:0.1.0:%:%:":

cpe:2.3:a:xmlsoft:libxslt:0.10.0:*:*: """

cpe:2.3:a:xxmlsoft:libxslt:0.11.0: %"

cpe:2.3:a:xxmlsoft:libxslt:0.12.0:%:*: % ":*:

cpe:2.3:a:xxmlsoft:libxslt:0.13.0:%:*: """

cpe:2.3:a:xxmlsoft:libxslt:0.14.0:%:*: """

cpe:2.3:a:xxmlsoft:libxslt:0.2.0:%:%:":

cpe:2.3:a:xmlsoft:libxslt:0.3.0:%:%:"

cpe:2.3:a:xmlsoft:libxslt:0.4.0:%:%:"

cpe:2.3:a:xmlsoft:libxslt:0.5.0:%:*: "

cpe:2.3:a:xmlsoft:libxslt:0.6.0:*:*:*

cpe:2.3:a:xmlsoft:libxslt:0.7.0:*:%:"

cpe:2.3:a:xmlsoft:libxslt:0.8.0:%: %"

cpe:2.3:a:xmlsoft:libxslt:0.9.0:%:*: "

cpe:2.3:a:xmlsoft:libxslt:1.0.0:%*:*

cpe:2.3:a:xmlsoft:libxslt:1.0.1 %%

Akakak oKk Rk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.10:* % *:**:

KKk oKk Rk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.11 %% * %

ARk ak kR Rk,

cpe:2.3:a:xmisoft:libxslt:1.0.12:*

Akak kKRR k.

cpe:2.3:a:xmisoft:libxslt:1.0.13:* "

R I

cpe:2.3:a:xmisoft:libxslt:1.0. 14

akak kKR kK,

cpe:2.3:a:xxmisoft:libxslt:1.0.15:% %

ARk kKRR k.

cpe:2.3:a:xmisoft:libxslt:1.0.16:* > "

Akak koK kR k.

cpe:2.3:a:xxmisoft:libxslt:1.0.17:

Akak koK kR k.

cpe:2.3:a:xmlisoft:libxslt:1.0.18:**:***:*:*:

cpe:2.3:a:xmlisoft:libxslt:1.0.19:**:***:*:*:

cpe:2.3:a:xxmlisoft:libxslt:1.0.2:* "

rna 2 Vavmlenft:lihvelt-1 N D Fxkdkkkk.



cpe:2.3:a:xxmlsoft:libxslt:1.0.4:%*:*

cpe:2.3:a:xmlsoft:libxslt:1.0.5:%*:*

cpe:2.3:a:xmlsoft:libxslt:1.0.6:%:*:*

cpe:2.3:a:xmlsoft:libxslt:1.0. 7%

cpe:2.3:a:xmlisoft:libxslt:1.0.8: ™

cpe:2.3:a:xxmlisoft:libxslt:1.0.9: "

cpe:2.3:a:xxmlisoft:libxslt:1.1.0:

—_

Sk ok kak ok akak.

cpe:2.3:a:xmisoft:libxslt:1.1.

_.
N
o
*
*
*
*
*
*
S

cpe:2.3:a:xmisoft:libxslt:1.1.

_.
N
ry
*
*
*
*
*
*
S

cpe:2.3:a:xmisoft:libxslt:1.1.

_.
N
N
*
*
*
*
*
*
L

cpe:2.3:a:xmlisoft:libxslt:1.1.

_.
N
w
*
*
*
*
*
*
S

cpe:2.3:a:xmlisoft:libxslt:1.1.

.
-
N
*
*
*
*
*
*
*

cpe:2.3:a:xmlisoft:libxslt:1.1.

_.
N
o
%
p
P
A
b
P
3

cpe:2.3:a:xmisoft:libxslt:1.1.

_.
N
o
%
b
p
*
b
p
*

cpe:2.3:a:xmlisoft:libxslt:1.1.



cpe:2.3:a:xxmisoft:libxslt:1.1.17:% %"

cpe:2.3:a:xxmlsoft:libxslt:1.1.18:*:*:* """

cpe:2.3:a:xxmlsoft:libxslt:1.1.19:% %"

cpe:2.3:a:xxmlsoft:libxslt:1.1.2:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.20: %"

cpe:2.3:a:xxmlsoft:libxslt:1.1.271 % "

cpe:2.3:a:xxmlsoft:libxslt:1.1.22:%:*:***:*:*:

ARk kK k Kk,

cpe:2.3:a:xxmlsoft:libxslt:1.1.23:%:*:***:%:*:

ARk kKR LKk,

cpe:2.3:a:xxmlsoft:libxslt:1.1.24::****:*:*:

akLkLk kKK k.

cpe:2.3:a:xxmlsoft:libxslt:1.1.25:%:****:*:*:

AkLkLk kLR LKk,

cpe:2.3:a:xxmlsoft:libxslt:1.1.26:*:*: % *:*:*:

cpe:2.3:a:xxmlsoft:libxslt:1.1.3:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.4:%*:*

cpe:2.3:a:xxmlsoft:libxslt:1.1.5:%%:*

cpe:2.3:a:xxmlsoft:libxslt:1.1.6:%*:*:*

cpe:2.3:a:xxmlsoft:libxslt:1.1. 7%

cpe:2.3:a:xmlsoft:libxslt:1.1.8:*:*:*

cpe:2.3:a:xxmlisoft:libxslt:1.1.9: ™

cpe:2.3:a:xxmlisoft:libxslt:0.0.1:

cpe:2.3:a:xxmlisoft:libxslt:0.1.0: "

cpe:2.3:a:xmisoft:libxslt:0.10.0:* "

Akak kKRR k.

cpe:2.3:a:xxmisoft:libxslt:0.11.0:* "

cpe:2.3:a:xmisoft:libxslt:0.12.0:* %

cpe:2.3:a:xmisoft:libxslt:0.13.0:* %

cpe:2.3:a:xmlisoft:libxslt:0.14.0:* %

cpe:2.3:a:xxmlisoft:libxslt:0.2.0:* "

cpe:2.3:a:xxmlisoft:libxslt:0.3.0:* 7 :*:

cpe:2.3:a:xxmlisoft:libxslt:0.4.0:* "



cpe:2.3:a:xmisoft:libxsit:0.5.0:%: """

cpe:2.3:a:xmlsoft:libxslt:0.6.0:*:%:":*

cpe:2.3:a:xxmlsoft:libxslt:0.7.0:%:%:":

cpe:2.3:a:xmlsoft:libxslt:0.8.0:%:%: "

cpe:2.3:a:xxmlsoft:libxslt:0.9.0:%:%:"

cpe:2.3:a:xmlsoft:libxslt:1.0.0:%:%:%

cpe:2.3:a:xxmlsoft:libxslt:1.0.1:%%:%

akLkLk Kk Kk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.10: %"

akLkLk ok k Lk k,

cpe:2.3:a:xxmlsoft:libxslt:1.0.12:%:** %"

dkLkk kR Kk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.13:%:*** %"

ARk Lk kKR k.

cpe:2.3:a:xxmisoft:libxslt:1.0.14:%:****:*:*:

akLakak ok Lkak ok,

cpe:2.3:a:xxmlsoft:libxslt:1.0.15: %% *:*:

ARk Lk kR LRk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.16:*:*:*:**:*:*:

Akak kKRR k.

cpe:2.3:a:xxmlsoft:libxslt:1.0.17:%****:**:

AKakLk oKLk Rk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.18:*:*:*:**:*:*:

AkLakak kR Rk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.19:* % *:*:*:

cpe:2.3:a:xxmlsoft:libxslt:1.0.2:%:*:*

dKakak ok akuk k.

cpe:2.3:a:xmisoft:libxslt:1.0.20:* > "

KKk ok akak k.

cpe:2.3:a:xmisoft:libxslt:1.0.271 "

R I

cpe:2.3:a:xmisoft:libxslt:1.0.22:**:***:*:*:

cpe:2.3:a:xxmlisoft:libxslt:1.0.3: "



cpe:2.3:a:xxmlsoft:libxslt:1.0.4:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.0.5:%%:%

cpe:2.3:a:xmlsoft:libxslt:1.0.6:%:%:%:

cpe:2.3:a:xxmlsoft:libxslt:1.0.7:%%:%

cpe:2.3:a:xmlsoft:libxslt:1.0.8:%:%:*:*

cpe:2.3:a:xxmlsoft:libxslt:1.0.9:%:% "

cpe:2.3:a:xxmlsoft:libxslt:1.1.0:%%:%

cpe:2.3:a:xmisoft:libxslt:1

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlisoft:libxslt:1.1.

cpe:2.3:a:xmisoft:libxslt:1.1.

cpe:2.3:a:xmisoft:libxslt:1.1.

cpe:2.3:a:xmisoft:libxslt:1.1.

cpe:2.3:a:xmisoft:libxslt:1.1.

cpe:2.3:a:xmlisoft:libxslt:1.1.

cpe:2.3:a:xmisoft:libxslt:1.1.

cpe:2.3:a:xmlisoft:libxslt:1.1.

cpe:2.3:a:xmlisoft:libxslt:1.1.

cpe:2.3:a:xmisoft:libxslt:1.1.

cpe:2.3:a:xxmisoft:libxslt:1.1.

1

—_

—_

—_

—_

—_

—_

—_

—_

—_

—_

s

—y

—y

e

—_

—_

1 Skk ok k ok akak.



cpe:2.3:a:xxmlsoft:libxslt:1.1.25:%:*:** """

cpe:2.3:a:xxmlsoft:libxslt:1.1.26:%:*:*:**:":*:

cpe:2.3:a:xxmlsoft:libxslt:1.1.3:%:%:% %

cpe:2.3:a:xxmlsoft:libxslt:1.1.4:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.5:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.6:%:%:%:*

cpe:2.3:a:xxmlsoft:libxslt:1.1. 7%

cpe:2.3:a:xxmlsoft:libxslt:1.1.8:%:%:"

cpe:2.3:a:xxmlsoft:libxslt:1.1.9:%%:%

cpe:2.3:a:xmlsoft:libxslt:*: > *

No vendor comments have been submitted for this CVE
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