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CVE CVE-2012-6140
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-24 10:28:00 UTC
Updated 2013-05-07 04:00:00 UTC
Description pam_google_authenticator.c in the PAM module in Google Authenticator before 1.0 requires user-readable permissions for
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Authenticator 0.86 All All All

Application Google Authenticator 0.87 All All All

Application Google Authenticator All All All All

Application Google Authenticator 0.86 All All All

Application Google Authenticator 0.87 All All All

Reference So

oss-security - Re: CVE-2012-XXYY Request -- google-authenticator: Information disclosure due insecure requirement on the secrets file ML
#666129 - new upstream version fixes security problem with the secret file (CVE-2012-6140) - Debian Bug report logs CC
c3414e9857ad - google-authenticator - Two-step verification - Google Project Hosting CC
953505 — (CVE-2012-6140) CVE-2012-6140 google-authenticator: Information disclosure due insecure requirement on the secrets file CC
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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