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CVE-2012-6270

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCCICAC Certain versions of Shockwave Player from Adobe contain the
’ following vulnerability:

Adobe Shockwave Player through 11.6.8.638 allows remote attackers
to trigger installation of a Shockwave Player 10.4.0.025 compatibility
feature via a crafted HTML document that references Shockwave
content with a certain compatibility parameter, related to a
"downgrading" attack.

CVE-2012-6270 has been assigned by # cert@cert.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
US-CERT Vulnerability Note VU#546769 - Adobe Shockwave player vulnerable to # CERT-VN
downgrading VU#546769
US-CERT Vulnerability Note VU#323161 - Adobe Shockwave player provides vulnerable # CERT-VN
Flash runtime VU#323161

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Shockwave Player 1.0 All All All
Application Adobe Shockwave Player 10.0.0.210 All All All
Application Adobe Shockwave Player 10.0.1.004 All All All
Application Adobe Shockwave Player 10.1.0.011 All All All
Application Adobe Shockwave Player 10.1.0.11 All All All
Application Adobe Shockwave Player 10.1.1.016 All All All
Application Adobe Shockwave Player 10.1.4.020 All All All
Application Adobe Shockwave Player 10.2.0.021 All All All
Application Adobe Shockwave Player 10.2.0.022 All All All
Application Adobe Shockwave Player 10.2.0.023 All All All
Application Adobe Shockwave Player 11.0.0.456 All All All
Application Adobe Shockwave Player 11.0.3.471 All All All
Application Adobe Shockwave Player 11.5.0.595 All All All
Application Adobe Shockwave Player 11.5.0.596 All All All
Application Adobe Shockwave Player 11.5.1.601 All All All
Application Adobe Shockwave Player 11.5.10.620 All All All
Application Adobe Shockwave Player 11.5.2.602 All All All
Application Adobe Shockwave Player 11.5.6.606 All All All
Application Adobe Shockwave Player 11.5.7.609 All All All
Application Adobe Shockwave Player 11.5.8.612 All All All
Application Adobe Shockwave Player 11.5.9.615 All All All
Application Adobe Shockwave Player 11.5.9.620 All All All
Application Adobe Shockwave Player 11.6.0.626 All All All
Application Adobe Shockwave Player 11.6.1.629 All All All
Application Adobe Shockwave Player 11.6.3.633 All All All
Application Adobe Shockwave Player 11.6.4.634 All All All
Application Adobe Shockwave Player 11.6.5.635 All All All
Application Adobe Shockwave Player 11.6.6.636 All All All
Application Adobe Shockwave Player 11.6.7.637 All All All
Application Adobe Shockwave Player 2.0 All All All
Application Adobe Shockwave Player 3.0 All All All

Application Adobe Shockwave Player 4.0 All All All
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AkLkk oKk ak k.

cpe:2.3:a:adobe:shockwave_player:10.0.0.210: " "

dkakLk kR kR,

cpe:2.3:a:adobe:shockwave_player:10.0.1.004 " "

dkakak kR kR,

cpe:2.3:a:adobe:shockwave_player:10.1.0.011 " "

Akak koK kR k.

cpe:2.3:a:adobe:shockwave_player:10.1.1.016:*:*:*:**:*:*:

ARk kKRR k.

cpe:2.3:a:adobe:shockwave_player:10.1.4.020:*:*:*:**:*:*:

dkak KoKk kK,

cpe:2.3:a:adobe:shockwave_player:10.2.0.021 % % "

Ak kR kR Rk,

cpe:2.3:a:adobe:shockwave_player:10.2.0.022:*:*:*:*:*:*:*:

ARk koK kR k.

cpe:2.3:a:adobe:shockwave_player:11.0.0.456:*:*:*:*:*:*:*:

dkak koK kR k.

cpe:2.3:a:adobe:shockwave_player:11.0.3.471 " "

dkak koK ak Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.0.595:* """ *:*:

dkakak ok akakok,

cpe:2.3:a:adobe:shockwave_player:11.5.0.596:*:*:*:*:**:*:

akLkak ok kak k.

cpe:2.3:a:adobe:shockwave_player:11.6.0.626:*:*:*:*:":*:*:

akLkuk ok ak Kk,

cpe:2.3:a:adobe:shockwave_player:11.6.1.629:*:*:*:*:*:*:*:

AkLkLk kKR k.

cpe:2.3:a:adobe:shockwave_player:11.6.6.636:*:*:*:*:*:*:*:

ARk kKR kK,

cpe:2.3:a:adobe:shockwave_player:11.6.7.637:*:*:*:**:*:*:

akLk kKK KLk,

cpe:2.3:a:adobe:shockwave_player:2.0:":*: " "



Kk kKK kLK,

cpe:2.3:a:adobe:shockwave_player:3.0:*:*: " ™

Kk kKK kLK,

cpe:2.3:a:adobe:shockwave_player:4.0:*:*:*:**:*:*:

cpe:2.3:a:adobe:shockwave_player:5.0:*:*:*:**:*:*:

Kk kKR kK,

cpe:2.3:a:adobe:shockwave_player:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:8.0:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:adobe:shockwave_player:8.0.196:*:*:*:*:**:*:

dk kR kR Rk,

cpe:2.3:a:adobe:shockwave_player:8.0.196a:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:a:adobe:shockwave_player:8.0.204:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:8.5.1:**:**:**:*:

Sk Rk ok akakak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.100: " *:*:*:

akLk kLK Lk LKLk,

cpe:2.3:a:adobe:shockwave_player:1.0:":*: " ™

akukak ok kakk,

cpe:2.3:a:adobe:shockwave_player:10.0.0.210:*:*:*:":*:*:*:

akLkLk ok kakk,

cpe:2.3:a:adobe:shockwave_player:10.0.1.004:*:*:*:*:*:*:*:

ARk Lk kKR k.

cpe:2.3:a:adobe:shockwave_player:10.1.4.020:%:*:*:*:*:*:*:

ARk koK ak Rk,

cpe:2.3:a:adobe:shockwave_player:10.2.0.021 %" *:*:*:



akakk kR koK,

cpe:2.3:a:adobe:shockwave_player:10.2.0.022:*:*:*:*:*:*::

ARk Lak kKRR,

cpe:2.3:a:adobe:shockwave_player:10.2.0.023:*:*:**:*:*::

dkak kKR LRk,

cpe:2.3:a:adobe:shockwave_player:11.5.0.596:*:*:*:*:*:*:*:

Ak kR kR Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.1.601:*:*:*:**:*:*:

Kk ok kKKK,

cpe:2.3:a:adobe:shockwave_player:11.5.10.620:*:*:*:*:*:*:*:

Ak kK oKk kR,

cpe:2.3:a:adobe:shockwave_player:11.5.2.602:*:*:*:*:*:*:*:

dkak koK ak Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.7.609:*:*:*:*:*:*:*:

dk kK ok ok Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.8.612:*:**:*:"*:™:

akLk kLK Lk LKLk,

cpe:2.3:a:adobe:shockwave_player:2.0:*:*: """

cpe:2.3:a:adobe:shockwave_player:3.0:*:*:*:*:*:*::

cpe:2.3:a:adobe:shockwave_player:4.0:*:*:*:*:*:

akLk kLKL kKK,

cpe:2.3:a:adobe:shockwave_player:5.0:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:6.0:*:*:*:*:*:*:*:

aKLk kKK LKLk,

cpe:2.3:a:adobe:shockwave_player:8.0:*:*:*:*:*:*:*:

ARk kKKK Lk,

cpe:2.3:a:adobe:shockwave_player:8.0.196:*:*:*:*:*:*:*:

SRk Lk akakukk,

cpe:2.3:a:adobe:shockwave_player:8.0.196a:*:*:*:*:*:*:*:



kKoK kKKK,

cpe:2.3:a:adobe:shockwave_player:8.0.204:*:*:*:***:*:

kKoK ok kKK,

cpe:2.3:a:adobe:shockwave_player:8.0.205:*:*:*:*:**:*:

cpe:2.3:a:adobe:shockwave_player:8.5.1 " ***:*:

Sk Lk ak kR kak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.100::*:**:*:*:*:

Sk Lk ak ok akakak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.105: %" **:*:

Sk Lk ak kR ok ak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.106::*:**:*:*:*:

Kk kKKK Lk,

cpe:2.3:a:adobe:shockwave_player:8.5.325:* " " *:*:

Kk kKK kK,

cpe:2.3:a:adobe:shockwave_player:9.0.383: " " *:*:

No vendor comments have been submitted for this CVE
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