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Summary

CVE CVE-2012-6277

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-21 17:15:00 UTC

Updated 2020-03-04 20:18:00 UTC

Description Multiple unspecified vulnerabilities in Autonomy KeyView IDOL before 10.16, as used in Symantec Mail Security for Microsoft Exchange before 6.5.8, Symantec Mail Security for Domino before 8.1.1, Symantec Messaging Gateway before 10.0.1, Symantec Data Loss Prevention (DLP) before 11.6.1, IBM Notes 8.5.x, IBM Lotus Domino 8.5.x before 8.5.3 FP4, and other products, allow remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted file, related to "a number of underlying issues" in which "some of these cases demonstrated memory corruption with attacker-controlled input and could be exploited to run arbitrary code."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Autonomy Keyview Idol All All All All

Application Hp Autonomy Keyview Idol All All All All

Application Ibm Domino All All All All

Application Ibm Notes All All All All

Application Symantec Data Loss Prevention Endpoint All All All All

Application Symantec Data Loss Prevention Endpoint All All All All

Application Symantec Data Loss Prevention Enforce/detection Servers All All All All

Application Symantec Data Loss Prevention Enforce/detection Servers All All All All

Application Symantec Data Loss Prevention Enforce/detection Servers All All All All

Application Symantec Data Loss Prevention Enforce/detection Servers All All All All

Application Symantec Data Loss Prevention Enforce/detection Servers All All All All

Application Symantec Data Loss Prevention Enforce/detection Servers All All All All

Application Symantec Mail Security 6.5.7 All All All

Application Symantec Mail Security 6.5.7 All All All

Application Symantec Mail Security All All All All

Application Symantec Mail Security All All All All

Application Symantec Messaging Gateway All All All All
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Application Symantec Messaging Gateway All All All All

Application Symantec Messaging Gateway All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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