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Summary

CVE CVE-2012-6314

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-26 22:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description Citrix XenDesktop Virtual Desktop Agent (VDA) 5.6.x before 5.6.200, when making changes to the server-side policy that control USB redirection, does not propagate changes to the VDA, which allows authenticated users to retain access to the USB device.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Xendesktop 5.6 All All All

Application Citrix Xendesktop 5.6 All All All

References

Reference Source Link

Security Advisory SA51524 - Citrix XenDesktop USB Redirection Policy Security Issue - Secunia SECUNIA secunia.com

Citrix XenDesktop Lets Remote Authenticated Users Bypass USB Redirection Policies - SecurityTracker SECTRACK www.securitytracker.com

CVE-2012-6314 - Weakness in Citrix XenDesktop could result in inconsistent propagation of USB redirection policy changes CONFIRM support.citrix.com

88369 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Malformed Request BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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