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Summary

CVE CVE-2012-6349

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-18 16:51:00 UTC

Updated 2013-07-29 04:00:00 UTC

Description Buffer overflow in the .mdb parser in Autonomy KeyView IDOL, as used in IBM Notes 8.5.x before 8.5.3 FP4, allows remote attackers to execute arbitrary code via a crafted file, aka SPR KLYH92XL3W.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Autonomy Keyview Idol - All All All

Application Autonomy Keyview Idol - All All All

Application Ibm Lotus Notes 8.5 All All All

Application Ibm Lotus Notes 8.5.0.0 All All All

Application Ibm Lotus Notes 8.5.0.1 All All All

Application Ibm Lotus Notes 8.5.1 All All All

Application Ibm Lotus Notes 8.5.1.0 All All All

Application Ibm Lotus Notes 8.5.1.1 All All All

Application Ibm Lotus Notes 8.5.1.2 All All All

Application Ibm Lotus Notes 8.5.1.3 All All All

Application Ibm Lotus Notes 8.5.1.4 All All All

Application Ibm Lotus Notes 8.5.1.5 All All All

Application Ibm Lotus Notes 8.5.2.0 All All All

Application Ibm Lotus Notes 8.5.2.1 All All All

Application Ibm Lotus Notes 8.5.2.2 All All All

Application Ibm Lotus Notes 8.5.2.3 All All All

Application Ibm Lotus Notes 8.5.3 All All All
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Application Ibm Lotus Notes 8.5.3 All All All

Application Ibm Lotus Notes 8.5.3.1 All All All

Application Ibm Lotus Notes 8.5.3.2 All All All

Application Ibm Lotus Notes 8.5.3.3 All All All

Application Ibm Lotus Notes 8.5 All All All

Application Ibm Lotus Notes 8.5.0.0 All All All

Application Ibm Lotus Notes 8.5.0.1 All All All

Application Ibm Lotus Notes 8.5.1 All All All

Application Ibm Lotus Notes 8.5.1.0 All All All

Application Ibm Lotus Notes 8.5.1.1 All All All

Application Ibm Lotus Notes 8.5.1.2 All All All

Application Ibm Lotus Notes 8.5.1.3 All All All

Application Ibm Lotus Notes 8.5.1.4 All All All

Application Ibm Lotus Notes 8.5.1.5 All All All

Application Ibm Lotus Notes 8.5.2.0 All All All

Application Ibm Lotus Notes 8.5.2.1 All All All

Application Ibm Lotus Notes 8.5.2.2 All All All

Application Ibm Lotus Notes 8.5.2.3 All All All

Application Ibm Lotus Notes 8.5.3 All All All

Application Ibm Lotus Notes 8.5.3.1 All All All

Application Ibm Lotus Notes 8.5.3.2 All All All

Application Ibm Lotus Notes 8.5.3.3 All All All

References

Reference

IBM Security Bulletin: Security vulnerabilities addressed in IBM Notes 9.0 (CVE-2011-3026, CVE-2012-6349, CVE-2012-6277) - United States

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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