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Summary

CVE CVE-2012-6359

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-18 21:55:00 UTC

Updated 2017-08-29 01:32:00 UTC

Description IBM Tivoli Federated Identity Manager (TFIM) 6.2.0 before 6.2.0.11, 6.2.1 before 6.2.1.3, and 6.2.2 before 6.2.2.2 and Tivoli Federated Identity Manager Business Gateway (TFIMBG) 6.2.0 before 6.2.0.11, 6.2.1 before 6.2.1.3, and 6.2.2 before 6.2.2.2 do not check whether an OpenID attribute is signed in the (1) SREG (aka simple registration extension) and (2) AX (aka attribute exchange extension) cases, which allows man-in-the-middle attackers to spoof OpenID provider data by inserting unsigned attributes.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Tivoli Federated Identity Manager 6.2.0 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.1 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.10 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.2 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.3 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.8 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.9 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.1 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.1.1 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.1.2 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.2 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.1 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.10 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.2 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.3 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.8 All All All
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Application Ibm Tivoli Federated Identity Manager 6.2.0.8 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.0.9 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.1 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.1.1 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.1.2 All All All

Application Ibm Tivoli Federated Identity Manager 6.2.2 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.1 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.10 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.2 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.3 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.8 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.9 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.1 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.2 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.1 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.10 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.2 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.3 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.8 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.0.9 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.1 All All All

Application Ibm Tivoli Federated Identity Manager Business Gateway 6.2.2 All All All

References

Reference Source

IBM notice: The page you requested cannot be displayed AIXAPAR

IBM notice: The page you requested cannot be displayed AIXAPAR

Security Advisory SA51212 - Tivoli Federated Identity Manager OpenID Attribute Validation Bypass Vulnerability - Secunia SECUNIA

IBM Tivoli Federated Identity Manager 'OpenID' Attribute Validation Security Bypass Vulnerability BID

IBM notice: The page you requested cannot be displayed AIXAPAR

IBM notice: The page you requested cannot be displayed CONFIRM

IBM X-Force Exchange XF

Security Bulletin: IBM Tivoli Federated Identity Manager OpenID: signature validation not applied to all attributes (CVE-2012-6359) CONFIRM
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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