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Summary

CVE CVE-2012-6422

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-18 00:55:00 UTC

Updated 2012-12-21 05:00:00 UTC

Description The kernel in Samsung Galaxy S2, Galaxy Note 2, MEIZU MX, and possibly other Android devices, when running an Exynos 4210 or 4412 processor, uses weak permissions (0666) for /dev/exynos-mem, which allows attackers to read or write arbitrary physical memory and gain privileges via a crafted application, as demonstrated by ExynosAbuse.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Meizu Mx - All All All

Hardware Meizu Mx - All All All

Hardware Samsung Galaxy Note 2 - All All All

Hardware Samsung Galaxy Note 2 - All All All

Hardware Samsung Galaxy S2 - All All All

Hardware Samsung Galaxy S2 - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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