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Summary

CVE CVE-2012-6441

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-24 21:55:00 UTC

Updated 2013-01-25 16:32:00 UTC

Description Rockwell Automation EtherNet/IP products; 1756-ENBT, 1756-EWEB, 1768-ENBT, and 1768-EWEB communication modules; CompactLogix L32E and L35E controllers; 1788-ENBT FLEXLogix adapter; 1794-AENTR FLEX I/O EtherNet/IP adapter; ControlLogix 18 and earlier; CompactLogix 18 and earlier; GuardLogix 18 and earlier; SoftLogix 18 and earlier; CompactLogix controllers 19 and earlier; SoftLogix controllers 19 and earlier; ControlLogix controllers 20 and earlier; GuardLogix controllers 20 and earlier; and MicroLogix 1100 and 1400 allow remote attackers to obtain sensitive information via a crafted CIP packet.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation 1756-enbt - All All All

Hardware Rockwellautomation 1756-enbt - All All All

Hardware Rockwellautomation 1756-eweb - All All All

Hardware Rockwellautomation 1756-eweb - All All All

Hardware Rockwellautomation 1768-enbt - All All All

Hardware Rockwellautomation 1768-enbt - All All All

Hardware Rockwellautomation 1768-eweb - All All All

Hardware Rockwellautomation 1768-eweb - All All All

Hardware Rockwellautomation 1794-aentr Flex I/o Ethernet/ip Adapter - All All All

Hardware Rockwellautomation 1794-aentr Flex I/o Ethernet/ip Adapter - All All All

Hardware Rockwellautomation 1794-aentr Flex I/o Ethernet/ip Adapter - All All All

Hardware Rockwellautomation Compactlogix All All All All

Hardware Rockwellautomation Compactlogix Controllers All All All All

Hardware Rockwellautomation Compactlogix L32e Controller - All All All

Hardware Rockwellautomation Compactlogix L32e Controller - All All All

Hardware Rockwellautomation Compactlogix L35e Controller - All All All

Hardware Rockwellautomation Compactlogix L35e Controller - All All All
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Hardware Rockwellautomation Compactlogix L35e Controller - All All All

Hardware Rockwellautomation Controllogix All All All All

Application Rockwellautomation Controllogix Controllers All All All All

Hardware Rockwellautomation Flexlogix 1788-enbt Adapter - All All All

Hardware Rockwellautomation Flexlogix 1788-enbt Adapter - All All All

Hardware Rockwellautomation Guardlogix All All All All

Application Rockwellautomation Guardlogix Controllers All All All All

Application Rockwellautomation Micrologix All All All All

Application Rockwellautomation Micrologix All All All All

Hardware Rockwellautomation Softlogix All All All All

Application Rockwellautomation Softlogix Controllers All All All All

References

Reference Source Link Tags

404 - File Not Found | CISA MISC www.us-cert.gov US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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