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AVNACMAUNCNIPAN Certain versions of Silverstripe from Silverstripe contain the following
’ vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in the SilverStripe e-
commerce module 3.0 for SilverStripe CMS allow remote attackers to
inject arbitrary web script or HTML via the (1) FirstName, (2) Surname,
or (3) Email parameter to code/forms/OrderFormAddress.php; or the
(4) FirstName or (5) Surname parameter to
code/forms/ShopAccountForm.php.

CVE-2012-6458 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
r3739 - silverstripe-ecommerce - Product catalog and shopping cart 2) CONFIRM
solution for the SilverStripe CMS - Google Project Hosting code.google.com/p/silverstripe-

ecommerce/source/detail?r=3739
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Silverstripe Silverstripe 3.0.0 All All All
Application Silverstripe Silverstripe 3.0.0 All All All

cpe:2.3:a:silverstripe:silverstripe:3.0.0:*:* "

cpe:2.3:a:silverstripe:silverstripe:3.0.0:":* "

No vendor comments have been submitted for this CVE
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