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CVE-2012-6460

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AINACLAUNCNIPAN Certain versions of Opera Browser from Opera contain the following
’ vulnerability:

Opera before 11.67 and 12.x before 12.02 allows remote attackers to
cause truncation of a dialog, and possibly trigger downloading and
execution of arbitrary programs, via a crafted web site.

CVE-2012-6460 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Advisory: Truncated dialogs may be used to trick users - Opera O CONFIRM

Knowledge Base www.opera.com/support/kb/view/1028/
Opera 12.02 changelog O CONFIRM

www.opera.com/docs/changelogs/unified/1202/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:a:opera:opera_browser:10.20:alpha

Opera
Opera
Opera
Opera
Opera
Opera
Opera
Opera
Opera
Opera
Opera
Opera

Opera

Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser

Opera Browser

ARk koK k Kk,

cpe:2.3:a:opera:opera_browser:10.50:*:*:*:*:*:*:*:

cpe:2.3:a:opera:opera_browser:10.50:betal

ARk kKK kK,

cpe:2.3:a:opera:opera_browser:10.51 %% "

ARk kKK kK,

cpe:2.3:a:opera:opera_browser:10.52:%:*:*:*:*:*:*:

cpe:2.3:a:opera:opera_browser:10.52:betal

cpe:2.3:a:opera:opera_browser:10.52:beta2

akLk kKKK,

akLk Lk kKK,

kKK kKoK,

kKK kLR k.

9.27

9.50

9.50

9.50

9.51

9.52

9.60

9.60
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ARk ak oKk Rk,

cpe:2.3:a:opera:opera_browser:10.53:*:*:*:***:*:

KKk kLR k.

cpe:2.3:a:opera:opera_browser:10.53:b:*:**:*:*:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:10.60:alpha:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:opera:opera_browser:10.60:betat:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:opera:opera_browser:11.52.1100:™:*:*:*:*:*:*:

akLkLk ok kakk,

cpe:2.3:a:0pera:opera_browser:11.60:*:*:*:*:*:*:*:

akakukkakak.

cpe:2.3:a:opera:opera_browser:11.60:beta:*:*:*:*:*:*:

akak koK Lkakk,

cpe:2.3:a:opera:opera_browser:11.61:* % "

ARk koK Lk kK,

cpe:2.3:a:opera:opera_browser:11.64:* % " :*:*:

ARk Lk kKR k.

cpe:2.3:a:opera:opera_browser:11.65:*:*: " :*:*:

AkLkLk kR Rk,

cpe:2.3:a:opera:opera_browser:12.00:*:*:*:*:*:*:*:



dkak kR kuk.

cpe:2.3:a:opera:opera_browser:12.00:beta:*:*:*:*:*:*:

akLakak ok akuk k.

cpe:2.3:a:opera:opera_browser:12.071 %% 7 %

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:2.00:*:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:2.10:betat :*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:2.10:beta2:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:opera:opera_browser:2.12:*:

Sk Kk kR akak,

cpe:2.3:a:opera:opera_browser:3.00:

SRk kL kKK,

cpe:2.3:a:opera:opera_browser:3.00:beta:*:*:*:*:*:*:

dkakukkakak.

cpe:2.3:a:opera:opera_browser:4.00:betad:*:*:*:*:*:*:

dkakukkakak.

cpe:2.3:a:opera:opera_browser:4.00:beta5:*:*:*:*:*:*:

dkkukkakuk.

cpe:2.3:a:0pera:opera_browser:4.00:beta6:*:*:*:*:*:*:

Skukakakkakak.

cpe:2.3:a:opera:opera_browser:4.01:*:*

Skkakukkakak.

cpe:2.3:a:0pera:opera_browser:4.02:*:*:*:***:*:

ARk kKK LKk,

cpe:2.3:a:opera:opera_browser:5.0:*: "

rne2 R:a'nnara‘nnara hrowear:R N-hatgR-*-**okxk.



B T Lo S R L

kKK kK,

cpe:2.3:a:0pera:opera_browser:5.0:betab:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

Skuk ok k ok akak.

cpe:2.3:a:opera:opera_browser:5.02::

Skuk ok ak ok ak k.

cpe:2.3:a:opera:opera_browser:5.10:

Sk Kk kR akak.

cpe:2.3:a:opera:opera_browser:5.11:

Sk Kk kR akak.

cpe:2.3:a:opera:opera_browser:5.12:*

Kk koK Rk k.

cpe:2.3:a:opera:opera_browser:6.0:*: %"

dkukakukakakak.

cpe:2.3:a:opera:opera_browser:6.06:":*:*:*: "

cpe:2.3:a:opera:opera_browser:6.1:%:*:

kKK KLk Lk,

cpe:2.3:a:0pera:opera_browser:6.1:betat:*:*:*:*:*:*:

dkuk ok ukkakak.

cpe:2.3:a:0pera:opera_browser:6.12:*:*:*:***:*:

cpe:2.3:a:opera:opera_browser:7.0:*:



dk Lk k Lk kak.

cpe:2.3:a:opera:opera_browser:7.0:betal_v2:*:*:*:*:*::

Skkakak ok akak.

cpe:2.3:a:opera:opera_browser:7.01:

dkk ok k ok akak.

cpe:2.3:a:opera:opera_browser:7.02::

Skuk ok k ok akak,

cpe:2.3:a:opera:opera_browser:7.03::

Sk ok k kR akak.

cpe:2.3:a:opera:opera_browser:7.10:

dk kR Lk akak.

cpe:2.3:a:opera:opera_browser:7.10:betat :*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:opera:opera_browser:7.11:

Sk Rk kR akak.

cpe:2.3:a:opera:opera_browser:7.20:

kK kR ok ak,

cpe:2.3:a:opera:opera_browser:7.20:beta7:*:*:*:*:*:*:

cpe:2.3:a:0pera:opera_browser:8.0:*:":*

kKK kKK,

cpe:2.3:a:0pera:opera_browser:8.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:8.0:beta3:*:*:*:*:*:*:

Skuk Kk akkakak.

cpe:2.3:a:opera:opera_browser:8.01:*:**:*:**:*:



Skk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:8.52::*

Sk Lk k kR akak.

cpe:2.3:a:opera:opera_browser:8.53::

Sk Lk k kR akak.

cpe:2.3:a:opera:opera_browser:8.54:

Kk kKR kK,

cpe:2.3:a:opera:opera_browser:9.0:*:*:***

SRk kKR k.

cpe:2.3:a:opera:opera_browser:9.0:betal:*:*:*:*:*:*:

SRk kL KKk,

cpe:2.3:a:opera:opera_browser:9.0:beta2:*:*:*:*:*:*:

Sk ok akakakakak.

cpe:2.3:a:opera:opera_browser:9.02::*:*:**:*:*:

dkak ok ak ok akak.

cpe:2.3:a:opera:opera_browser:9.10:" """

skakakukakakak.

cpe:2.3:a:0pera:opera_browser:9.27:*:*

skakakukakakak.

cpe:2.3:a:opera:opera_browser:9.50:":*:****:

dkakakkakak.

cpe:2.3:a:opera:opera_browser:9.50:beta2:*:*:*:*:*:*:

Skukakukkakak.

cpe:2.3:a:opera:opera_browser:9.51: %"

Skk ok k ok akak.

cpe:2.3:a:opera:opera_browser:9.52:%:*****:

Skk Kk ukkakak.

cpe:2.3:a:opera:opera_browser:9.60:*:*:*:***:*:

akak Lk akakak.

cpe:2.3:a:opera:opera_browser:9.60:betal:*:*:*:*:*:*:



Skukakk Lk akak.

cpe:2.3:a:0pera:opera_browser:9.62:*:**:**:*:*:

Skukakkkakak.

cpe:2.3:a:opera:opera_browser:9.63:*:

Kk ak KKk,

cpe:2.3:a:opera:opera_browser:10.00:alpha:*:*:*:*:*:*:

Kk ak oKk k.

cpe:2.3:a:opera:opera_browser:10.00:betat:*:*:*:*:*:*:

Sk Kk Kk k.

cpe:2.3:a:opera:opera_browser:10.00:beta2:*:*:*:*:*:*:

Sk Lk kKoK,

cpe:2.3:a:opera:opera_browser:10.00:beta3:*:*:*:*:*:*:

akLk Lk kKK,

cpe:2.3:a:0pera:opera_browser:10.52:beta2:*:*:*:*:*:*:

ARk LKk k LKk,

cpe:2.3:a:opera:opera_browser:10.53:*:*: " *:*:*:

cpe:2.3:a:opera:opera_browser:10.53:b:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:10.53:betat:*:*:*:*:*:*:

ARk kKK kK,

cpe:2.3:a:opera:opera_browser:10.60:*:*:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:opera:opera_browser:10.60:alpha:*:*:*:*:*:*:



KKk akLk k.

cpe:2.3:a:opera:opera_browser:10.60:betat:*:*:*:*:*:*:

AKakak ok akuk k.

cpe:2.3:a:opera:opera_browser:10.62:*:*:**:**:*:

KKk ok akuk k.

cpe:2.3:a:opera:opera_browser:10.63:*:*:* "%

ARk koK kR k.

cpe:2.3:a:opera:opera_browser:11.10:* "%

Rk kR akak,

cpe:2.3:a:opera:opera_browser:11.10:beta:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:opera:opera_browser:12.00:beta:*:*:*:*:*:*:

ARk koK Lk Kk,

cpe:2.3:a:opera:opera_browser:12.071:* %"

dkukakakkakak.

cpe:2.3:a:opera:opera_browser:2.00:*:*

Skukakkkakak.

cpe:2.3:a:opera:opera_browser:2.10:*: 7

dkak Lk kkak.

cpe:2.3:a:opera:opera_browser:2.10:beta2:*:*:*:*:*:*:

dkakukakukuk.

cpe:2.3:a:opera:opera_browser:2.10:beta3:*:*:*:*:*:*:



dkak ok k ok akak.

cpe:2.3:a:0pera:opera_browser:2.12:*:*****:*:

kKK KKk,

cpe:2.3:a:opera:opera_browser:3.00:beta:*:*:*:*:*:*:

Skk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:3.10:

Sk Lk ak kR akak.

cpe:2.3:a:opera:opera_browser:3.50:

Sk ok kk ok akak.

cpe:2.3:a:opera:opera_browser:3.51:

Skk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:3.60:*:

Skak ok ak ok akak.

cpe:2.3:a:opera:opera_browser:3.62:*:*: ¥

SRk ok Kk ok,

cpe:2.3:a:opera:opera_browser:3.62:beta:*:*:*:*:*:*:

cpe:2.3:a:opera:opera_browser:5.0:*:* "

kKK KKk,

cpe:2.3:a:opera:opera_browser:5.0:beta2:*:*:*:*:*:*:

akk LKL KKk,

cpe:2.3:a:0pera:opera_browser:5.0:beta3:*:*:*:*:*:*:

kKKK LKk,

cpe:2.3:a:opera:opera_browser:5.0:betab:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:5.0:betab:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

dkuk ok k ok akak.

cpe:2.3:a:opera:opera_browser:5.02:*:*:****:*:



dkk ok kakakak.

cpe:2.3:a:opera:opera_browser:5.10: % **:*:

Skuk ok k ok akak.

cpe:2.3:a:opera:opera_browser:5.11:

cpe:2.3:a:opera:opera_browser:6.0:*:*: "

KKKk kK.

cpe:2.3:a:opera:opera_browser:6.0:betal:*:*:*:*:*:*:

SRk Lk KKk,

cpe:2.3:a:opera:opera_browser:6.0:beta2:*:*:*:*:*:*:

Sk ok ok ok k k.

cpe:2.3:a:opera:opera_browser:6.0:tp1: 7

Sk ok ok ok k k.

cpe:2.3:a:opera:opera_browser:6.0:tp2:*:*:*:**:*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:6.01:

dkak ok akakakak.

cpe:2.3:a:opera:opera_browser:6.02:%:*:* "

cpe:2.3:a:opera:opera_browser:7.0:* "k

kKK KLk Lk,

cpe:2.3:a:opera:opera_browser:7.0:betat:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:0pera:opera_browser:7.0:betal_v2:*:*:*:*:

dkkakakakakak.

cpe:2.3:a:opera:opera_browser:7.01:*:

Skukakukkakak.

cpe:2.3:a:opera:opera_browser:7.02:%:*:****:

dkuk Kk uk ok akak.

cpe:2.3:a:opera:opera_browser:7.10:*:

dkak ok kukuk.

coe:2.3:a:onera:onera browser:7.10:betatl:*:*:*:*:*:*:



Sk Lk ak Lk kakak.

cpe:2.3:a:opera:opera_browser:7.11:

dkak Lk akkuk.

cpe:2.3:a:opera:opera_browser:7.11:beta2:*:*:*:*:*:*:

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.20:

akak kR akak.

cpe:2.3:a:opera:opera_browser:7.20:beta7:*:*:*:*:*:*:

dkuk ok k ok akak.

cpe:2.3:a:opera:opera_browser:7.21:

Sk ok akakakakak.

cpe:2.3:a:opera:opera_browser:7.22::

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:7.50:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:7.50:betat:*:*:**:*:*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:7.51:

dkk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.52:%:

skakakakakakak.

cpe:2.3:a:opera:opera_browser:8.02:%:*:* "

skukakkakakak.

cpe:2.3:a:opera:opera_browser:8.50:%:*:*:***:*:

Skukakukkakuk.

cpe:2.3:a:0pera:opera_browser:8.52:%:*:****:*:

Skak ok akkakak.

cpe:2.3:a:0pera:opera_browser:8.53:% % *:

Skk Kk uk ok akak.

cpe:2.3:a:0pera:opera_browser:8.54 % *:*:

akLk kKKK k.

cpe:2.3:a:opera:opera_browser:9.0: " "



Kk kKR k.

cpe:2.3:a:opera:opera_browser:9.0:beta2:*:*:*:*:*:*:

Skuk ok ukakakak.

cpe:2.3:a:opera:opera_browser:9.01:*: "

Skk ok k ok akak.

cpe:2.3:a:opera:opera_browser:9.02:*:*:*:**:*:*:

Sk ok kakakakak.

cpe:2.3:a:opera:opera_browser:9.12::

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:9.20:*

Sk Rk kR akak,

cpe:2.3:a:opera:opera_browser:9.21:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:9.22::** ¥

Sk ok ak kR akak,

cpe:2.3:a:opera:opera_browser:9.23:% "

dkukakakakakak.

cpe:2.3:a:0pera:opera_browser:9.61:%:* "

Skukakukakakak.

cpe:2.3:a:0pera:opera_browser:9.62:*:*:*:**

Skkakak ok akak.

cpe:2.3:a:0pera:opera_browser:9.63:*:*:**

dkakak Lk ok LRk k,

cpe:2.3:a:0pera:opera_browser:*:*:*

No vendor comments have been submitted for this CVE
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