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CVE CVE-2012-6496
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-04 04:46:00 UTC
Updated 2019-08-08 15:42:00 UTC
Description SQL injection vulnerability in the Active Record component in Ruby on Rails before 3.0.18, 3.1.x before 3.1.9, and 3.2.x bef

/ ]

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails 3.0.0 All All All
Application Rubyonrails Rails 3.0.0 beta All All
Application Rubyonrails Rails 3.0.0 beta2 All All
Application Rubyonrails Rails 3.0.0 beta3 All All
Application Rubyonrails Rails 3.0.0 beta4 All All
Application Rubyonrails Rails 3.0.0 rc All All
Application Rubyonrails Rails 3.0.0 rc2 All All
Application Rubyonrails Rails 3.0.1 All All All
Application Rubyonrails Rails 3.0.1 pre All All
Application Rubyonrails Rails 3.0.10 All All All
Application Rubyonrails Rails 3.0.10 rct All All
Application Rubyonrails Rails 3.0.11 All All All
Application Rubyonrails Rails 3.0.12 All All All
Application Rubyonrails Rails 3.0.12 rcl All All
Application Rubyonrails Rails 3.0.13 All All All
Application Rubyonrails Rails 3.0.13 rci All All
Application Rubyonrails Rails 3.0.14 All All All


https://cve.report/
https://cve.report/CVE-2012-6496/mitre
https://cve.report/CVE-2012-6496/nist
https://cve.report/CVE-2012-6496/cve_org
https://cve.report/api/cve/CVE-2012-6496.json
https://cve.report/CVE-2012-6496.pdf
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails

Rubyonrails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

3.0.16

3.0.2

3.0.2

3.0.3

3.0.4

3.0.5

3.0.5

3.0.6

3.0.6

3.0.6

3.0.7

3.0.7

3.0.7

3.0.8

3.0.8

3.0.8

3.0.8

3.0.8

3.0.9

3.0.9

3.0.9

3.0.9

3.0.9

3.0.9

All

All

pre

All

rci

All

rci

All

rcl

rc2

All

rci

rc2

All

rci

rc2

rc3

rc4

All

rci

rc2

rc3

rc4

rch

All

betat

rci

rc2

rc3

rc4

rch

rcé

rc7

rc8

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails

Rubyonrails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

3.2.0

3.2.0

3.2.0

3.2.1

3.2.2

3.2.2

3.2.3

3.23

3.23

3.24

3.24

3.2.5

3.2.6

3.2.7

3.2.8

3.2.9

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

rci

rc2

rc3

All

rci

rc2

All

All

rci

All

rci

All

All

All

All

rcl

rc2

All

All

rci

All

rci

rc2

All

rci

All

All

All

All

All

All

beta

beta2

beta3

beta4

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails

Rubyonrails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

3.0.0

3.0.0

3.0.1

3.0.1

3.0.10

3.0.10

3.0.11

3.0.12

3.0.12

3.0.13

3.0.13

3.0.14

3.0.16

3.0.2

3.0.2

3.0.3

3.0.4

3.0.5

3.0.5

3.0.6

3.0.6

3.0.6

3.0.7

3.0.7

3.0.7

3.0.8

3.0.8

3.0.8

3.0.8

3.0.8

3.0.9

3.0.9

3.0.9

3.0.9

3.0.9

3.0.9

rc

rc2

All

pre

All

rci

All

All

rcl

All

rcl

All

All

All

pre

All

rcl

All

rcl

All

rci

rc2

All

rci

rc2

All

rci

rc2

rc3

rc4

All

rcl

rc2

rc3

rc4

rcs

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails

Rubyonrails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

Rails

3.2.0

3.2.0

3.2.0

3.2.1

322

3.2.2

3.23

3.2.3

3.23

3.24

All

betal

rci

rc2

rc3

rc4

rch

rcé

rc7

rc8

All

rci

rc2

rc3

All

rci

rc2

All

All

rci

All

rci

All

All

All

All

rci

rc2

All

All

rci

All

rci

rc2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails

Application Rubyonrails Rails 3.24 rci All All

Application Rubyonrails Rails 3.25 All All All

Application Rubyonrails Rails 3.2.6 All All All

Application Rubyonrails Rails 3.2.7 All All All

Application Rubyonrails Rails 3.2.8 All All All

Application Rubyonrails Rails 3.29 All All All

Application Rubyonrails Ruby On Rails 3.04 All All All

Application Rubyonrails Ruby On Rails 3.0.4 All All All

Application Rubyonrails Ruby On Rails All All All All

Reference Source Link

Google Groups MLIST groups

Red Hat Customer Portal REDHAT  rhn.rec

Red Hat Customer Portal REDHAT  rhn.rec

Ruby on Rails Multiple SQL Injection Vulnerabilities BID WWW.S

Bug 889649 — CVE-2012-6496 rubygem-activerecord: find_by_* SQL Injection CONFIRM  bugzill:

Gentoo Linux Documentation -- Active Record: SQL injection GENTOO  securit

Red Hat Customer Portal REDHAT  rhn.rec

Rails SQL injection vulnerability: hold your horses, here are the facts — Phusion Corporate BlogPhusion Corporate Blog MISC blog.p!

Red Hat Customer Portal REDHAT  rhn.rec

CVE Program record CVE.ORG www.c

NVD vulnerability detail NVD nvd.nis
L] | -

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/ruby_on_rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/ruby_on_rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/ruby_on_rails
https://groups.google.com/group/rubyonrails-security/msg/23daa048baf28b64?dmode=source&output=gplain
http://rhn.redhat.com/errata/RHSA-2013-0154.html
http://rhn.redhat.com/errata/RHSA-2013-0220.html
http://www.securityfocus.com/bid/57084
https://bugzilla.redhat.com/show_bug.cgi?id=889649
http://security.gentoo.org/glsa/glsa-201401-22.xml
http://rhn.redhat.com/errata/RHSA-2013-0155.html
http://blog.phusion.nl/2013/01/03/rails-sql-injection-vulnerability-hold-your-horses-here-are-the-facts/
http://rhn.redhat.com/errata/RHSA-2013-0544.html
https://www.cve.org/CVERecord?id=CVE-2012-6496
https://nvd.nist.gov/vuln/detail/CVE-2012-6496
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2012-6496
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


