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CVE CVE-2012-6535
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-02 22:55:03 UTC
Updated 2026-04-29 01:13:23 UTC
Description DjVuLibre before 3.5.25.3, as used in Evince, Sumatra PDF Reader, VuDroid, and other products, allows remote attackers

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

EPSS: 0.053550000 probability, percentile 0.901080000 (date 2026-04-29)
Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2012-6535/mitre
https://cve.report/CVE-2012-6535/nist
https://cve.report/CVE-2012-6535/cve_org
https://cve.report/api/cve/CVE-2012-6535.json
https://cve.report/CVE-2012-6535.pdf

Application Djvulibre Project Djvulibre 3.5.1 All All All
Application Djvulibre Project Djvulibre 3.5.10 All All All
Application Djvulibre Project Djvulibre 3.5.11 All All All
Application Djvulibre Project Djvulibre 3.5.12 All All All
Application Djvulibre Project Djvulibre 3.5.13 All All All
Application Djvulibre Project Djvulibre 3.5.14 All All All
Application Djvulibre Project Djvulibre 3.5.15 All All All
Application Djvulibre Project Djvulibre 3.5.16 All All All
Application Djvulibre Project Djvulibre 3.5.17 All All All
Application Djvulibre Project Djvulibre 3.5.18 All All All
Application Djvulibre Project Djvulibre 3.5.19 All All All
Application Djvulibre Project Djvulibre 3.5.2 All All All
Application Djvulibre Project Djvulibre 3.5.20 All All All
Application Djvulibre Project Djvulibre 3.5.21 All All All
Application Djvulibre Project Djvulibre 3.5.22 All All All
Application Djvulibre Project Djvulibre 3.5.23 All All All
Application Djvulibre Project Djvulibre 3.5.24 All All All
Application Djvulibre Project Djvulibre 3.5.3 All All All
Application Djvulibre Project Djvulibre 354 All All All
Application Djvulibre Project Djvulibre 3.5.5 All All All
Application Djvulibre Project Djvulibre 356 All All All
Application Djvulibre Project Djvulibre 3.5.7 All All All
Application Djvulibre Project Djvulibre 3.5.8 All All All
Application Djvulibre Project Djvulibre 3.5.9 All All All
Application Djvulibre Project Djvulibre All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link

Microsoft Vulnerability Research Advisory MSVR13-004 | Microsoft Docs  af854a3a-2127-422b-91ae-364da2661108 technet.microsoft.cor
Debian -- Security Information -- DSA-2844-1 djvulibre af854a3a-2127-422b-91ae-364da2661108 www.debian.org
USN-2056-1: DjVuLibre vulnerability | Ubuntu af854a3a-2127-422b-91ae-364da2661108 www.ubuntu.com
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NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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