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CVE-2012-6548

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACMAUNCPINAN Certain versions of Linux Kernel from Linux contain the following
: vulnerability:

The udf_encode_fh function in fs/udf/namei.c in the Linux kernel before
3.6 does not initialize a certain structure member, which allows local
users to obtain sensitive information from kernel heap memory via a
crafted application.

CVE-2012-6548 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: (195 LOW

Access Access Authentication
Vector Complexity

3
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[security-announce] lists.opensuse.org ) SUSE openSUSE-SU-2013:1187
openSUSE-SU-2013:1187-

1: important: 3.0.80 kernel

up

Red Hat Customer Portal & REDHAT RHSA-2013:1051

udf: avoid info leak on ) CONFIRM

export - github.com/torvalds/linux/commit/0143fc5e9f6f5aad4764801015bc8d4b4a278200
torvalds/linux@0143fc5 -

GitHub

USN-1814-1: Linux kernel [N ® UBUNTU USN-1814-1
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I lhiintn
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USN-1811-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

kernel/git/torvalds/linux.git -
Linux kernel source tree

USN-1809-1: Linux kernel
vulnerabilities | Ubuntu

USN-1812-1: Linux kernel
(Quantal HWE)
vulnerabilities | Ubuntu

oss-security - CVE
Requests (maybe): Linux
kernel: various info leaks,
some NULL ptr derefs

USN-1808-1: Linux kernel
(EC2) vulnerabilities |
Ubuntu

Support / Security /
Advisories / / MDVSA-
2013:176 | Mandriva

USN-1805-1: Linux kernel
vulnerabilities | Ubuntu

USN-1813-1: Linux kernel
vulnerabilities | Ubuntu

text/html

git.kernel.org
text/html
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www.openwall.com
text/html
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www.kernel.org
application/x-bzip2

www.mandriva.com
text/html
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® UBUNTU USN-1811-1

() CONFIRM git.kernel.org/?p=linux/kernel/git/torvalds/linux-
2.6.git;a=commit;h=0143fc5e9f6f5aad4764801015bc8d4b4a278200

® UBUNTU USN-1809-1

@® UBUNTU USN-1812-1

¢ > MLIST [oss-security] 20130305 CVE Requests (maybe): Linux kernel: various
info leaks, some NULL ptr derefs

® UBUNTU USN-1808-1

A CONFIRM www.kernel.org/pub/linux/kernel/v3.x/patch-3.6.bz2

& MANDRIVA MDVSA-2013:176

® UBUNTU USN-1805-1

® UBUNTU USN-1813-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:***:*:*:

mmm A Am e alm i lemeeme 1A A Ak k ok ok kk K



Kk kR ukuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.1:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.1.10:* "™

cpe:2.3:0:linux:linux_kernel:3.1.2:*: %

cpe:2.3:0:linux:linux_kernel:3.1.3:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.1.4:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.1.5:% " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.7:%:****:%:*:

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.9:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.2:%:*: "

dkakkokakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:":*:*:*::

akkkokakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc7: "

cpe:2.3:0:linux:linux_kernel:3.2.1:*:*:***:*:*:

ARk kLKL kLK LK,

cpe:2.3:0:linux:linux_kernel:3.2.10: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.11:* "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.13:*: """

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.14: " "™



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.15:**:**:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:*:*:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.18::*: "™
cpe:2.3:0:linux:linux_kernel:3.2.19:** "™
cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.2.20:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.21 " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.22:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.24:*:*:**:**:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.25:*:*:* "%

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.2.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.9::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3:*: "

dkak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc1: "

dkakkokukuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*: "



KRk akukuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

KKk ok kak.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc7:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:

cpe:2.3:0:linux:linux_kernel:3.3.2:%:*:**:

cpe:2.3:0:linux:linux_kernel:3.3.3:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.3.4:*: %

cpe:2.3:0:linux:linux_kernel:3.3.5:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:%:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.3.7:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.3.8: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

akLk LKLk Lk LKLk,

cpe:2.3:0:linux:linux_kernel:3.4. 11 " "

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.12:* """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.14:* " "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.15:* %

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.16:*:*:*:*:*:*:*:



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.19:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.4.2:%:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.20:* "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.22:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.25:* %" *:*1*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.26:*:*:***:*:*:

Kk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.27:*: %"

cpe:2.3:0:linux:linux_kernel:3.4.4:*:*:***:%:*:

cpe:2.3:0:linux:linux_kernel:3.4.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:*:*: """

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.4::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.5:*****:*:*:



cpe:2.3:0:linux:linux_kernel:3.5.6::*:***:*:*:

Kk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc1:*:*:*

akakak ok akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc3: " *:

ARk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rcd:*:*:*:*:*:*:

kKR akakak.

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.1:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.10:** " "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.11: %" "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.12:*: % """

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*: """

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.25:*:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.27:*:***:*:*:*:

ARk kKK kLK,

cpe:2.3:0:linux:linux kernel:3.0.28:*:*:*:**:*:*:



KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:**:***:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.31: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.32:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.33: " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.35:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:* """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.39:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.0.4:*:*:***:*:*:

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.47:*: " "

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*: """

akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.49:*: """

cpe:2.3:0:linux:linux_kernel:3.0.5::*: " *:*:

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:**:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.51:*: "

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.53:*:*:**:**:*:



Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.55:**:**:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:*:**:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.58:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.59:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:*:*:*:*::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.61:*:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:%:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*: "

akakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc1: "

akLk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*: "
cpe:2.3:0:linux:linux_kernel:3.1:rc4: "
cpe:2.3:0:linux:linux_kernel:3.1.1: %"
cpe:2.3:0:linux:linux_kernel:3.1.10: "
cpe:2.3:0:linux:linux_kernel:3.1.2:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:*:****:*:*:

AnnD eaclinniveliniiv barnalQ 4 A ckaokokokak ok,
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cpe:2.3:0:linux:linux_kernel:3.1.5: % :**:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:* "

cpe:2.3:0:linux:linux_kernel:3.1.7:

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.1.9:

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc4:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:rc5:*:*:**:*:*:

Rk ok akakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:":*:*:*:*:

akakukokakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc7:*:":*:**::

cpe:2.3:0:linux:linux_kernel:3.2.1: " *:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.19: """

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:* " *:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.21 %

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.22:*:*:**:**:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.23:*: " "™



akk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.24:*:*:**:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.25:**:**:* %

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.26:*:*:*:**:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.27:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.28:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:**:**::
cpe:2.3:0:linux:linux_kernel:3.2.30:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.4:*:*:**:
cpe:2.3:0:linux:linux_kernel:3.2.5:%:***:**::
cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.7:%:*: " *:*:
cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3:*:*: "

akkukakakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc7: "

cpe:2.3:0:linux:linux_kernel:3.3.1: 7 *:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.4::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.3.7:*****:**:

cpe:2.3:0:linux:linux_kernel:3.3.8:**:***:*:*:

Lk Lk k ok akakak.

cpe:2.3:0:linux:linux_kernel:3.4:*:*:*:***::

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.4:rc2:*:*:*:*:*:*:

Rk kR ok uk,

cpe:2.3:0:linux:linux_kernel:3.4:rc3:*: " *:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.4:rc5:*:*:***:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:*:*:*:*:*:

Kk Lk akak k.

cpe:2.3:0:linux:linux_kernel:3.4:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.1 %

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.10: """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.11 ="

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:*:**:*:*:

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.20:*: %"

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.21 "%

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.24:*: x> "

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.26:*: " "™



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.28:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.4.29:* "™
cpe:2.3:0:linux:linux_kernel:3.4.3:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.30: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.31:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.32:*:* """

cpe:2.3:0:linux:linux_kernel:3.4.4:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.4.5:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.1: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.5:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*: " *:*:

akLk KKK LKLk,

cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:*:*:*:*:*:

akLk LKLk LKLk LK,

cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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