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engine/lib/users.php in Elgg before 1.8.5 does not properly specify permissions for the useradd action, which allows remote
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Elgg Elgg 1.7.0 All All All
Elgg Elgg 1.7.1 All All All
Elgg Elgg 1.7.10 All All All
Elgg Elgg 1.7.11 All All All
Elgg Elgg 1.7.12 All All All
Elgg Elgg 1.7.13 All All All
Elgg Elgg 1.7.14 All All All
Elgg Elgg 1.7.15 All All All
Elgg Elgg 1.7.16 All All All
Elgg Elgg 1.7.17 All All All
Elgg Elgg 1.7.18 All All All
Elgg Elgg 1.7.2 All All All
Elgg Elgg 1.7.3 All All All
Elgg Elgg 1.7.4 All All All
Elgg Elgg 1.75 All All All
Elgg Elgg 1.7.6 All Al All
Elag Elag 1.7.7 All All All
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Application Elgg Elgg 1.7.8 All All All
Application Elgg Elgg 1.7.9 All All All
Application Elgg Elgg 1.8.0.1 All All All
Application Elgg Elgg 1.8.1 All All All
Application Elgg Elgg 183 All All All
Application Elgg Elgg 1.7.0 All All All
Application Elgg Elgg 1.7.1 All All All
Application Elgg Elgg 1.7.10 All All All
Application Elgg Elgg 1.7.11 All All All
Application Elgg Elgg 1.7.12 All All All
Application Elgg Elgg 1.7.13 All All All
Application Elgg Elgg 1.7.14 All All All
Application Elgg Elgg 1.7.15 All All All
Application Elgg Elgg 1.7.16 All All All
Application Elgg Elgg 1.717 All All All
Application Elgg Elgg 1.7.18 All All All
Application Elgg Elgg 1.7.2 All All All
Application Elgg Elgg 1.7.3 All All All
Application Elgg Elgg 1.7.4 All All All
Application Elgg Elgg 1.75 All All All
Application Elgg Elgg 1.7.6 All All All
Application Elgg Elgg 1.7.7 All All All
Application Elgg Elgg 1.7.8 All All All
Application Elgg Elgg 1.7.9 All All All
Application Elgg Elgg 1.8.0.1 All All All
Application Elgg Elgg 1.8.1 All All All
Application Elgg Elgg 1.8.3 All All All
Application Elgg Elgg All All All All
Reference Source Link Tags
About Secunia Research | Flexera SECUNIA  secunia.com Vendor Advisory
Elgg Blog: Elgg 1.8.5 Released CONFIRM  blog.elgg.org Vendor Advisory
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
elgg.org/getelgg.php CONFIRM elgg.org Patch, Vendor Advisor
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CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
N |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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