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Summary

CVE CVE-2012-6570

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-20 15:55:00 UTC

Updated 2013-06-21 04:00:00 UTC

Description The HTTP module in the (1) Branch Intelligent Management System (BIMS) and (2) web management components on Huawei AR routers and S2000, S3000, S3500, S3900, S5100, S5600, S7800, and S8500 switches does not check whether HTTP data is longer than the value of the Content-Length field, which allows remote HTTP servers to conduct heap-based buffer overflow attacks and execute arbitrary code via a crafted response.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Ar 18-1x All All All All

Hardware Huawei Ar 18-2x All All All All

Hardware Huawei Ar 18-3x All All All All

Hardware Huawei Ar 19/29/49 All All All All

Hardware Huawei Ar 19/29/49 All All All All

Hardware Huawei Ar 28/46 All All All All

Hardware Huawei Ar 28/46 All All All All

Hardware Huawei S2000 r6305 All All All

Hardware Huawei S2000 r6305 All All All

Hardware Huawei S2300 r6305 All All All

Hardware Huawei S2300 r6305 All All All

Hardware Huawei S2700 r6305 All All All

Hardware Huawei S2700 r6305 All All All

Hardware Huawei S3000 r6305 All All All

Hardware Huawei S3000 r6305 All All All

Hardware Huawei S3300 r6305 All All All

Hardware Huawei S3300 r6305 All All All
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Hardware Huawei S3300 r6305 All All All

Hardware Huawei S3300hi r6305 All All All

Hardware Huawei S3300hi r6305 All All All

Hardware Huawei S3500 r6305 All All All

Hardware Huawei S3500 r6305 All All All

Hardware Huawei S3700 r6305 All All All

Hardware Huawei S3700 r6305 All All All

Hardware Huawei S3900 r6305 All All All

Hardware Huawei S3900 r6305 All All All

Hardware Huawei S5100 r6305 All All All

Hardware Huawei S5100 r6305 All All All

Hardware Huawei S5600 r6305 All All All

Hardware Huawei S5600 r6305 All All All

Hardware Huawei S7800 r6305 All All All

Hardware Huawei S7800 r6305 All All All

Hardware Huawei S8500 r1631 All All All

Hardware Huawei S8500 r1632 All All All

Hardware Huawei S8500 r1631 All All All

Hardware Huawei S8500 r1632 All All All

References

Reference Source Link

Security Advisory-Buffer Overflow on Heap When Parsing Http Response in HTTP Module - Huawei PSIRT CONFIRM www.huawei.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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