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Certain versions of Ffmpeg from Ffmpeg contain the following
vulnerability:

The av_probe_input_buffer function in libavformat/utils.c in FFmpeg
before 1.0.2, when running with certain -probesize values, allows
remote attackers to cause a denial of service (crash) via a crafted MP3
file, possibly related to frame size or lack of sufficient "frames to
estimate rate."

CVSS2 Score: 2.6 - LOW
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NETWORK HIGH NONE
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NONE NONE PARTIAL

CVE References

Description Tags Link

article.gmane.org | 522:
Connection timed out

article.gmane.org

text/html

Inactive Link Not Archived

 MLIST [ffmpeg-user] 20121204 Re: Unable to analyze/transcode mp3

git.videolan.org Git -
ffmpeg.git/commit

git.videolan.org

text/xml

 CONFIRM git.videolan.org/?
p=ffmpeg.git;a=commit;h=e74cd2f4706f71da5e9205003c1d8263b54ed3fb

git.libav.org Git - libav.git/blob -
Changelog

git.libav.org

text/xml

 CONFIRM git.libav.org/?
p=libav.git;a=blob;f=Changelog;hb=refs/tags/v9.11

Security Advisory SA51964 -
FFmpeg Multiple Vulnerabilities -
Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 51964

#1991 (ffmpeg: probesize crash) –
FFmpeg

Exploit

trac.ffmpeg.org

 CONFIRM trac.ffmpeg.org/ticket/1991

CVE-2012-6618 has been assigned by  cve@mitre.org to track the vulnerability
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← Previous ID Next ID→

FFmpeg trac.ffmpeg.org

text/html

FFmpeg Security www.ffmpeg.org

text/html

 CONFIRM www.ffmpeg.org/security.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Ffmpeg Ffmpeg 1.0 All All All

Application Ffmpeg Ffmpeg 1.0 All All All

Application Ffmpeg Ffmpeg All All All All

No vendor comments have been submitted for this CVE
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