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Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

gdm/guest-session-cleanup.sh in gdm-guest-session 0.24 and earlier,
as used in Ubuntu Linux 10.04 LTS, 10.10, and 11.04, allows local
users to delete arbitrary files via a space in the name of a file in /tmp.
NOTE: this identifier was SPLIT from CVE-2012-0943 per ADT1/ADT2
due to different codebases and affected versions. CVE-2012-0943 is

used for the guest-account issue.

CVSS2 Score: 2.1 - LOW
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CVE References

Description Tags Link

USN-1399-1: gdm-guest-session vulnerability |
Ubuntu

Patch

Vendor Advisory

ubuntu.com

text/html

 UBUNTU USN-1399-1

Bug #953044 “Guest session clean up can
remove other user's file...” : Bugs : lightdm
package : Ubuntu

bugs.launchpad.net

text/html

 CONFIRM
bugs.launchpad.net/ubuntu/%2Bsource/lightdm/%2Bbug/953044

launchpadlibrarian.net

text/x-diff

 MISC launchpadlibrarian.net/96474113/gdm-guest-
session.secure-cleanup.debdiff

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Canonical Ubuntu Linux 10.04 - lts All

Operating
System

Canonical Ubuntu Linux 10.10 All All All

Operating
System

Canonical Ubuntu Linux 11.04 All All All

Operating
System

Canonical Ubuntu Linux 10.04 - lts All

Operating
System

Canonical Ubuntu Linux 10.10 All All All

Operating
System

Canonical Ubuntu Linux 11.04 All All All

Application Gdm-guest-session Project Gdm-guest-session 0.20 All All All

Application Gdm-guest-session Project Gdm-guest-session 0.21 All All All

Application Gdm-guest-session Project Gdm-guest-session 0.22 All All All

Application Gdm-guest-session Project Gdm-guest-session 0.23 All All All

Application Gdm-guest-session Project Gdm-guest-session All All All All

Application Gdm-guest-session Project Gdm-guest-session 0.20 All All All

Application Gdm-guest-session Project Gdm-guest-session 0.21 All All All

Application Gdm-guest-session Project Gdm-guest-session 0.22 All All All

Application Gdm-guest-session Project Gdm-guest-session 0.23 All All All

cpe:2.3:o:canonical:ubuntu_linux:10.04:-:lts:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:10.10:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:11.04:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:10.04:-:lts:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:10.10:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:11.04:*:*:*:*:*:*:*:

cpe:2.3:a:gdm-guest-session_project:gdm-guest-session:0.20:*:*:*:*:*:*:*:

cpe:2.3:a:gdm-guest-session_project:gdm-guest-session:0.21:*:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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