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Summary

CVE CVE-2012-6655

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-27 18:15:00 UTC

Updated 2020-08-18 15:05:00 UTC

Description An issue exists AccountService 0.6.37 in the user_change_password_authorized_cb() function in user.c which could let a local users obtain encrypted passwords.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Accountsservice Project Accountsservice 0.6.37 All All All

Application Accountsservice Project Accountsservice 0.6.37 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All
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AccountsService 'user.c' Local Information Disclosure Vulnerability MISC www.securityfocus.com

Bug 892382 – VUL-1: CVE-2012-6655: accountsservice: local encrypted password disclosure when changing password MISC bugzilla.suse.com
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1130538 – (CVE-2012-6655) CVE-2012-6655 accountsservice: local encrypted password disclosure when changing password MISC bugzilla.redhat.com

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com

CVE-2012-6655 MISC security-tracker.debian.org

oss-security - Re: CVE request for accountsservice local encrypted password disclosure flaw MISC www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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