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CVE CVE-2012-6689
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-02 10:59:00 UTC
Updated 2023-01-20 14:30:00 UTC
Description The netlink_sendmsg function in net/netlink/af_netlink.c in the Linux kernel before 3.5.5 does not validate the dst_pid field,
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All
Reference

kernel/git/torvalds/linux.git - Linux kernel source tree

'[PATCH 0/2] netlink patches' - MARC

libmnl 'mnl_nImsg_portid_ok()' Function Local Security Bypass Vulnerability

www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.5.5

netlink: fix possible spoofing from non-root processes - torvalds/linux@20e1db1 - GitHub

'[PATCH 2/2] [RFC] netlink: fix possible spoofing from non-root processes' - MARC

oss-security - Re: libmnl: incorrect validation of netlink message origin allows attackers to spoof netlink messages

848949 — (CVE-2012-6689) CVE-2012-6689 libmnl: incorrect validation of netlink message origin allows attackers to spoof netlink messages
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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