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The decode_search function in dhcp.c in dhcped 3.x allows remote DHCP servers to cause a denial of service (out-of-boun
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References

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
Dhcpcd Project Dhcpcd 3.1.9 All All All
Dhcpcd Project Dhcpcd 3.2.0 All All All
Dhcpced Project Dhcpcd 3.2.1 All All All
Dhcpced Project Dhcpcd 3.2.2 All All All
Dhcpced Project Dhcpcd 3.2.3 All All All
Dhcpcd Project Dhcpcd 3.1.9 All All All
Dhcpced Project Dhcpcd 3.2.0 All All All
Dhcpced Project Dhcpcd 3.2.1 All All All
Dhcpced Project Dhcpcd 3.2.2 All All All
Dhcpcd Project Dhcpcd 3.2.3 All All All

Reference

Source Link

Bug #1517226 “Remote double-free and memory corruption vulnerabi...” : Bugs : dhcped package : Ubuntu  CONFIRM  bugs.launchpad.ne

launchpadlibrarian.net/228152582/dhcp.c.patch CONFIRM launchpadlibrarian
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oss-security - Re: CVE Request: dhcped 3.x, potentially other versions too MLIST www.openwall.con

Debian -- Security Information -- DSA-3534-1 dhcpcd DEBIAN www.debian.org
oss-security - CVE Request: dhcped 3.x, potentially other versions too MLIST www.openwall.con
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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