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CVE CVE-2012-6708
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2018-01-18 23:29:00 UTC
Updated 2023-11-07 02:13:00 UTC
Description jQuery before 1.9.0 is vulnerable to Cross-site Scripting (XSS) attacks. The jQuery(strinput) function does not differentiate ¢

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Jguery Jguery All All All
Application Jauery Jauery All All All

Language
All

All

References

Reference

Cross-site Scripting (XSS) in jquery | Snyk

Pony Mail!

#11290 (selector interpreted as HTML) — jQuery Core - Bug Tracker

Pony Mail!

JQuery CVE-2012-6708 Cross Site Scripting Vulnerability

RetireJS CORS Issue / Script Execution = Packet Storm

DCIM Support

Pony Mail!

[security-announce] openSUSE-SU-2020:0395-1: important: Recommended upda
Linksys EA7500 2.0.8.194281 Cross Site Scripting = Packet Storm

Adjust jQuery('html') detection to only match when html starts with '... - jquery/jquery@05531fc - GitHub

Pony Mail!

Source

MISC

MISC

MLIST

BID

MISC

CONFIRM

SUSE

MISC

MISC

MLIST

Link

snyk.io
lists.apache.org
bugs.jquery.com
lists.apache.org
www.securityfocus.cor
packetstormsecurity.ct
help.ecostruxureit.comr
lists.apache.org
lists.opensuse.org
packetstormsecurity.ce
github.com

lists.apache.org


https://cve.report/
https://cve.report/CVE-2012-6708/mitre
https://cve.report/CVE-2012-6708/nist
https://cve.report/CVE-2012-6708/cve_org
https://cve.report/CVE-2012-6708.pdf
http://cve.report/vendor/jquery
http://cve.report/software/jquery/jquery
http://cve.report/vendor/jquery
http://cve.report/software/jquery/jquery
https://snyk.io/vuln/npm:jquery:20120206
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f%2540%253Cdev.drill.apache.org%253E
https://bugs.jquery.com/ticket/11290
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f@%253Cdev.drill.apache.org%253E
http://www.securityfocus.com/bid/102792
http://packetstormsecurity.com/files/153237/RetireJS-CORS-Issue-Script-Execution.html
https://help.ecostruxureit.com/display/public/UADCE725/Security+fixes+in+StruxureWare+Data+Center+Expert+v7.6.0
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc%2540%253Cissues.drill.apache.org%253E
http://lists.opensuse.org/opensuse-security-announce/2020-03/msg00041.html
http://packetstormsecurity.com/files/161972/Linksys-EA7500-2.0.8.194281-Cross-Site-Scripting.html
https://github.com/jquery/jquery/commit/05531fc4080ae24070930d15ae0cea7ae056457d
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

IS R

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356305 Amazon Linux Security Advisory for ruby : ALASRUBY2.6-2023-007
981001 Java (maven) Security Update for org.webjars.npm:jquery (GHSA-2pqgj-h3vj-pagw)

981002 Nodejs (npm) Security Update for jquery (GHSA-2pqj-h3vj-pagw)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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