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Summary

CVE CVE-2013-0150

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-09 20:56:00 UTC

Updated 2023-12-14 16:08:00 UTC

Description Directory traversal vulnerability in an unspecified signed Java applet in the client-side components in F5 BIG-IP APM 10.1.0 through 10.2.4 and 11.0.0 through 11.3.0, FirePass 6.0.0 through 6.1.0 and 7.0.0, and other products "when APM is provisioned," allows remote attackers to upload and execute arbitrary files via a .. 

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager 10.1.0 All All All

Application F5 Big-ip Access Policy Manager 10.2.4 All All All

Application F5 Big-ip Access Policy Manager 11.0.0 All All All

Application F5 Big-ip Access Policy Manager 11.3.0 All All All

Hardware F5 Big-ip Access Policy Manager 10.1.0 All All All

Hardware F5 Big-ip Access Policy Manager 10.2.4 All All All

Hardware F5 Big-ip Access Policy Manager 11.0.0 All All All

Hardware F5 Big-ip Access Policy Manager 11.3.0 All All All

Application F5 Big-ip Access Policy Manager 10.1.0 All All All

Application F5 Big-ip Access Policy Manager 10.2.4 All All All

Application F5 Big-ip Access Policy Manager 11.0.0 All All All

Application F5 Big-ip Access Policy Manager 11.3.0 All All All

Hardware F5 Big-ip Access Policy Manager 10.1.0 All All All

Hardware F5 Big-ip Access Policy Manager 10.2.4 All All All

Hardware F5 Big-ip Access Policy Manager 11.0.0 All All All

Hardware F5 Big-ip Access Policy Manager 11.3.0 All All All

Application F5 Big-ip Access Policy Manager All All All All
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Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Advanced Firewall Manager 11.3.0 All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Application Security Manager All All All All

Application F5 Big-ip Application Security Manager All All All All

Application F5 Big-ip Edge Gateway All All All All

Application F5 Big-ip Edge Gateway All All All All

Application F5 Big-ip Global Traffic Manager All All All All

Application F5 Big-ip Global Traffic Manager All All All All

Application F5 Big-ip Link Controller All All All All

Application F5 Big-ip Link Controller All All All All

Application F5 Big-ip Local Traffic Manager All All All All

Application F5 Big-ip Local Traffic Manager All All All All

Application F5 Big-ip Policy Enforcement Manager 11.3.0 All All All

Application F5 Big-ip Protocol Security Module All All All All

Application F5 Big-ip Protocol Security Module All All All All

Application F5 Big-ip Wan Optimization Manager All All All All

Application F5 Big-ip Wan Optimization Manager All All All All

Application F5 Big-ip Webaccelerator All All All All

Application F5 Big-ip Webaccelerator All All All All

Application F5 Firepass 7.0.0 All All All

Hardware F5 Firepass 6.0 All All All

Hardware F5 Firepass 6.1.0 All All All

Hardware F5 Firepass 7.0.0 All All All

Hardware F5 Firepass 6.0 All All All

Hardware F5 Firepass 6.1.0 All All All

Hardware F5 Firepass 7.0.0 All All All

Application F5 Firepass All All All All

References
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Code Execution via F5 Networks Java Appplet » Neal Poole

Security Advisory SA53477 - F5 BIG-IP APM / FirePass Client Java Applet &quot;filename&quot; Directory Traversal Vulnerability - Secunia

SOL14468 - Client-side component flaw - CVE-2013-0150
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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