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Summary

CVE CVE-2013-0151

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-07 05:04:00 UTC

Updated 2023-02-13 04:38:00 UTC

Description The do_hvm_op function in xen/arch/x86/hvm/hvm.c in Xen 4.2.x on the x86_32 platform does not prevent HVM_PARAM_NESTEDHVM (aka nested virtualization) operations, which allows guest OS users to cause a denial of service (long-duration page mappings and host OS crash) by leveraging administrative access to an HVM guest in a domain with a large number of VCPUs.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Xen Xen 4.2.0 - All All

Operating System Xen Xen 4.2.1 - All All

Operating System Xen Xen 4.2.0 - All All

Operating System Xen Xen 4.2.1 - All All

References

Reference Source Link

oss-security - Xen Security Advisory 34 (CVE-2013-0151) - nested virtualization on 32-bit exposes host crash MLIST openwall.com

xenbits.xen.org Git - xen.git/commit MISC xenbits.xen.org

xenbits.xen.org Git - xen.git/commit CONFIRM xenbits.xen.org

Security Advisory SA55082 - Gentoo update for xen - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- Xen: Multiple vulnerabilities GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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