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CVE CVE-2013-0154
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2013-01-12 04:33:00 UTC
Updated 2017-08-29 01:32:00 UTC
Description The get_page_type function in xen/arch/x86/mm.c in Xen 4.2, when debugging is enabled, allows local PV or HVM guest a(

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Xen Xen 4.2.0 All All All
Operating System Xen Xen 4.2.0 All All All

References

Reference

openSUSE-SU-2013:0636-1: moderate: xen: security and bugfix update

openSUSE-SU-2013:0637-1: moderate: xen: security and bugfix update

Xen CVE-2013-0154 Local Denial Of Service Vulnerability

Xen Debugging Assert Validation Flaw Lets Local Guest Users Deny Service on the Host - SecurityTracker
Security Advisory SA55082 - Gentoo update for xen - Secunia

Gentoo Linux Documentation -- Xen: Multiple vulnerabilities

IBM X-Force Exchange

seclists.org/oss-sec/2013/q1/att-17/xsa37-4_2.patch

88913

[security-announce] SUSE-SU-2014:0446-1: important: Security update for

oss-security - Xen Security Advisory 37 (CVE-2013-0154) - Hypervisor crash due to incorrect ASSERT (debug build only)
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http://lists.opensuse.org/opensuse-updates/2013-04/msg00052.html
http://www.securityfocus.com/bid/57159
http://www.securitytracker.com/id?1027937
http://secunia.com/advisories/55082
http://security.gentoo.org/glsa/glsa-201309-24.xml
https://exchange.xforce.ibmcloud.com/vulnerabilities/80977
http://seclists.org/oss-sec/2013/q1/att-17/xsa37-4_2.patch
http://osvdb.org/88913
http://lists.opensuse.org/opensuse-security-announce/2014-03/msg00021.html
http://www.openwall.com/lists/oss-security/2013/01/04/2
https://www.cve.org/CVERecord?id=CVE-2013-0154

NVD vulnerability detail NVD nv

4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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