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Summary

CVE CVE-2013-0156

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-13 22:55:00 UTC

Updated 2023-02-13 00:27:00 UTC

Description active_support/core_ext/hash/conversions.rb in Ruby on Rails before 2.3.15, 3.0.x before 3.0.19, 3.1.x before 3.1.10, and 3.2.x before 3.2.11 does not properly restrict casts of string values, which allows remote attackers to conduct object-injection attacks and execute arbitrary code, or cause a denial of service (memory and CPU consumption) involving nested XML entity references, by leveraging Action Pack support for (1) YAML type conversion or (2) Symbol type conversion.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Rubyonrails Rails All All All All

Application Rubyonrails Rails All All All All

Application Rubyonrails Ruby On Rails All All All All

Application Rubyonrails Ruby On Rails All All All All

References

Reference Source

CVE-2013-0156 | Puppet CONFIRM

Red Hat Customer Portal REDHAT

892870 – (CVE-2013-0156) CVE-2013-0156 rubygem-activesupport: Multiple vulnerabilities in parameter parsing in ActionPack MISC

Red Hat Customer Portal REDHAT

Red Hat Customer Portal MISC

Analysis of Rails XML Parameter Parsing Vulnerability - Insinuator MISC

https://cve.report/
https://cve.report/CVE-2013-0156/mitre
https://cve.report/CVE-2013-0156/nist
https://cve.report/CVE-2013-0156/cve_org
https://cve.report/api/cve/CVE-2013-0156.json
https://cve.report/CVE-2013-0156.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/ruby_on_rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/ruby_on_rails
https://puppet.com/security/cve/cve-2013-0156
http://rhn.redhat.com/errata/RHSA-2013-0153.html
https://bugzilla.redhat.com/show_bug.cgi?id=892870
http://rhn.redhat.com/errata/RHSA-2013-0154.html
https://access.redhat.com/errata/RHSA-2013:0153
http://www.insinuator.net/2013/01/rails-yaml/


Vulnerability Note VU#380039 - Ruby on Rails Action Pack framework insecurely typecasts YAML and Symbol XML parameters CERT-VN

Red Hat Customer Portal MISC

Wonderware Intelligence Tableau Server Ruby on Rails Improper Input Validation (Update A) | ICS-CERT MISC

Debian -- Security Information -- DSA-2604-1 rails DEBIAN

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC

Metasploit: Serialization Mischief in Ruby Land... | SecurityStreet MISC

Riding Rails: [SEC][ANN] Rails 3.0.20, and 2.3.16 have been released! CONFIRM

access.redhat.com | CVE-2013-0156 MISC
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Google Groups MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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