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CVE CVE-2013-0158
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2013-02-24 22:55:01 UTC
Updated 2026-04-29 01:13:23 UTC

Description Unspecified vulnerability in Jenkins before 1.498, Jenkins LTS before 1.480.2, and Jenkins Enterprise 1.447.x before 1.447

/ ]

Risk And Classification

Primary CVSS: v2.0 2.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:N/A:N

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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AV:N/AC:H/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudbees Jenkins 1.400 - Its All


https://cve.report/
https://cve.report/CVE-2013-0158/mitre
https://cve.report/CVE-2013-0158/nist
https://cve.report/CVE-2013-0158/cve_org
https://cve.report/api/cve/CVE-2013-0158.json
https://cve.report/CVE-2013-0158.pdf
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
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Application Jenkins Jenkins 1.4241 All All All
Application Jenkins Jenkins 1.424.2 All All All
Application Jenkins Jenkins 1.424.3 All All All
Application Jenkins Jenkins 1.424.4 All All All
Application Jenkins Jenkins 1.424.5 All All All
Application Jenkins Jenkins 1.424.6 All All All
Application Jenkins Jenkins 1.425 All All All
Application Jenkins Jenkins 1.426 All All All
Application Jenkins Jenkins 1.427 All All All
Application Jenkins Jenkins 1.428 All All All
Application Jenkins Jenkins 1.429 All All All
Application Jenkins Jenkins 1.430 All All All
Application Jenkins Jenkins 1.431 All All All
Application Jenkins Jenkins 1.432 All All All
Application Jenkins Jenkins 1.433 All All All
Application Jenkins Jenkins 1.434 All All All
Application Jenkins Jenkins 1.435 All All All
Application Jenkins Jenkins 1.436 All All All
Application Jenkins Jenkins 1.437 All All All
Application Jenkins Jenkins 1.447 1 All All All
Application Jenkins Jenkins 1.447.2 All All All
Application Jenkins Jenkins 1.466.1 All All All
Application Jenkins Jenkins All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

892795 — (CVE-2013-0158) CVE-2013-0158 jenkins: remote unauthenticated retrieval of master cryptographic key (Jenkins Security Advisory
[SECURITY-49] actively invalidate bad API tokens. - jenkinsci/jenkins@94a8789 - GitHub

oss-security - Re: CVE Request: Jenkins possible remote code execution

[SECURITY-49] Backing off from @Extension-based discovery. - jenkinsci/jenkins@c3d8e05 - GitHub

[SECURITY-49] mark secret.key generated by post SECURITY-49 Jenkins. - jenkinsci/jenkins@3dc13b9 - GitHub

[SECURITY-49] added a tool to re-key secrets - jenkinsci/jenkins@4895eaa - GitHub


http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
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https://bugzilla.redhat.com/show_bug.cgi?id=892795
https://github.com/jenkinsci/jenkins/commit/94a8789b699132dd706021a6be1b78bc47f19602
http://www.openwall.com/lists/oss-security/2013/01/07/4
https://github.com/jenkinsci/jenkins/commit/c3d8e05a1b3d58b6c4dcff97394cb3a79608b4b2
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[SECURITY-49] Deprecating Jenkins.getSecretKey() - jenkinsci/jenkins@a9aff08 - GitHub
Jenkins Security Advisory 2013-01-04 - Security Advisories - Jenkins Wiki

Red Hat Customer Portal

CloudBees: The Java PaaS Company

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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