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Summary

CVE CVE-2013-0158

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-24 22:55:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description Unspecified vulnerability in Jenkins before 1.498, Jenkins LTS before 1.480.2, and Jenkins Enterprise 1.447.x before 1.447.6.1 and 1.466.x before 1.466.12.1, when a slave is attached and anonymous read access is enabled, allows remote attackers to obtain the master cryptographic key via unknown vectors.

Risk And Classification

Primary CVSS: v2.0 2.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:N/A:N

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudbees Jenkins 1.400 - lts All

Application Cloudbees Jenkins 1.424 - lts All

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2013-0158/mitre
https://cve.report/CVE-2013-0158/nist
https://cve.report/CVE-2013-0158/cve_org
https://cve.report/api/cve/CVE-2013-0158.json
https://cve.report/CVE-2013-0158.pdf
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins


Application Cloudbees Jenkins 1.424 - lts All

Application Cloudbees Jenkins 1.447 - lts All

Application Cloudbees Jenkins 1.447.1.1 - enterprise All

Application Cloudbees Jenkins 1.447.2.2 - enterprise All

Application Cloudbees Jenkins 1.447.3.1 - enterprise All

Application Cloudbees Jenkins 1.466.1.2 - enterprise All

Application Cloudbees Jenkins 1.466.2.1 - enterprise All

Application Cloudbees Jenkins All All All All

Application Jenkins Jenkins 1.400 All All All

Application Jenkins Jenkins 1.401 All All All

Application Jenkins Jenkins 1.402 All All All

Application Jenkins Jenkins 1.403 All All All

Application Jenkins Jenkins 1.404 All All All

Application Jenkins Jenkins 1.405 All All All

Application Jenkins Jenkins 1.406 All All All

Application Jenkins Jenkins 1.407 All All All

Application Jenkins Jenkins 1.408 All All All

Application Jenkins Jenkins 1.409 All All All

Application Jenkins Jenkins 1.409.1 All All All

Application Jenkins Jenkins 1.409.2 All All All

Application Jenkins Jenkins 1.409.3 All All All

Application Jenkins Jenkins 1.410 All All All

Application Jenkins Jenkins 1.411 All All All

Application Jenkins Jenkins 1.412 All All All

Application Jenkins Jenkins 1.413 All All All

Application Jenkins Jenkins 1.414 All All All

Application Jenkins Jenkins 1.415 All All All

Application Jenkins Jenkins 1.416 All All All

Application Jenkins Jenkins 1.417 All All All

Application Jenkins Jenkins 1.418 All All All

Application Jenkins Jenkins 1.419 All All All

Application Jenkins Jenkins 1.420 All All All

Application Jenkins Jenkins 1.421 All All All

Application Jenkins Jenkins 1.422 All All All

Application Jenkins Jenkins 1.423 All All All

Application Jenkins Jenkins 1.424 All All All

http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/cloudbees
http://cve.report/software/cloudbees/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins


Application Jenkins Jenkins 1.424 All All All

Application Jenkins Jenkins 1.424.1 All All All

Application Jenkins Jenkins 1.424.2 All All All

Application Jenkins Jenkins 1.424.3 All All All

Application Jenkins Jenkins 1.424.4 All All All

Application Jenkins Jenkins 1.424.5 All All All

Application Jenkins Jenkins 1.424.6 All All All

Application Jenkins Jenkins 1.425 All All All

Application Jenkins Jenkins 1.426 All All All

Application Jenkins Jenkins 1.427 All All All

Application Jenkins Jenkins 1.428 All All All

Application Jenkins Jenkins 1.429 All All All

Application Jenkins Jenkins 1.430 All All All

Application Jenkins Jenkins 1.431 All All All

Application Jenkins Jenkins 1.432 All All All

Application Jenkins Jenkins 1.433 All All All

Application Jenkins Jenkins 1.434 All All All

Application Jenkins Jenkins 1.435 All All All

Application Jenkins Jenkins 1.436 All All All

Application Jenkins Jenkins 1.437 All All All

Application Jenkins Jenkins 1.447.1 All All All

Application Jenkins Jenkins 1.447.2 All All All

Application Jenkins Jenkins 1.466.1 All All All

Application Jenkins Jenkins All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

892795 – (CVE-2013-0158) CVE-2013-0158 jenkins: remote unauthenticated retrieval of master cryptographic key (Jenkins Security Advisory 2013-01-04)

[SECURITY-49] actively invalidate bad API tokens. · jenkinsci/jenkins@94a8789 · GitHub

oss-security - Re: CVE Request: Jenkins possible remote code execution

[SECURITY-49] Backing off from @Extension-based discovery. · jenkinsci/jenkins@c3d8e05 · GitHub

[SECURITY-49] mark secret.key generated by post SECURITY-49 Jenkins. · jenkinsci/jenkins@3dc13b9 · GitHub

[SECURITY-49] added a tool to re-key secrets · jenkinsci/jenkins@4895eaa · GitHub
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[SECURITY-49] Deprecating Jenkins.getSecretKey() · jenkinsci/jenkins@a9aff08 · GitHub

Jenkins Security Advisory 2013-01-04 - Security Advisories - Jenkins Wiki

Red Hat Customer Portal

CloudBees: The Java PaaS Company

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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