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Summary

CVE CVE-2013-0169

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-08 19:55:00 UTC

Updated 2023-05-12 12:58:00 UTC

Description The TLS protocol 1.1 and 1.2 and the DTLS protocol 1.0 and 1.2, as used in OpenSSL, OpenJDK, PolarSSL, and other products, do not properly consider timing side-channel attacks on a MAC check requirement during the processing of malformed CBC padding, which allows remote attackers to conduct distinguishing attacks and plaintext-recovery attacks via statistical analysis of timing data for crafted packets, aka the "Lucky Thirteen" issue.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl All All All All

Application Openssl Openssl All All All All

Application Openssl Openssl All All All All

Application Oracle Openjdk - All All All

Application Oracle Openjdk 1.6.0 All All All

Application Oracle Openjdk 1.6.0 - All All

Application Oracle Openjdk 1.6.0 update1 All All

Application Oracle Openjdk 1.6.0 update10 All All

Application Oracle Openjdk 1.6.0 update11 All All

Application Oracle Openjdk 1.6.0 update12 All All

Application Oracle Openjdk 1.6.0 update13 All All

Application Oracle Openjdk 1.6.0 update14 All All

Application Oracle Openjdk 1.6.0 update15 All All

Application Oracle Openjdk 1.6.0 update16 All All

Application Oracle Openjdk 1.6.0 update17 All All

Application Oracle Openjdk 1.6.0 update18 All All

Application Oracle Openjdk 1.6.0 update19 All All
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Application Oracle Openjdk 1.6.0 update19 All All

Application Oracle Openjdk 1.6.0 update2 All All

Application Oracle Openjdk 1.6.0 update20 All All

Application Oracle Openjdk 1.6.0 update21 All All

Application Oracle Openjdk 1.6.0 update22 All All

Application Oracle Openjdk 1.6.0 update23 All All

Application Oracle Openjdk 1.6.0 update24 All All

Application Oracle Openjdk 1.6.0 update25 All All

Application Oracle Openjdk 1.6.0 update26 All All

Application Oracle Openjdk 1.6.0 update27 All All

Application Oracle Openjdk 1.6.0 update29 All All

Application Oracle Openjdk 1.6.0 update3 All All

Application Oracle Openjdk 1.6.0 update30 All All

Application Oracle Openjdk 1.6.0 update31 All All

Application Oracle Openjdk 1.6.0 update32 All All

Application Oracle Openjdk 1.6.0 update33 All All

Application Oracle Openjdk 1.6.0 update34 All All

Application Oracle Openjdk 1.6.0 update35 All All

Application Oracle Openjdk 1.6.0 update37 All All

Application Oracle Openjdk 1.6.0 update38 All All

Application Oracle Openjdk 1.6.0 update4 All All

Application Oracle Openjdk 1.6.0 update5 All All

Application Oracle Openjdk 1.6.0 update6 All All

Application Oracle Openjdk 1.6.0 update7 All All

Application Oracle Openjdk 1.7.0 All All All

Application Oracle Openjdk 1.7.0 - All All

Application Oracle Openjdk 1.7.0 update1 All All

Application Oracle Openjdk 1.7.0 update10 All All

Application Oracle Openjdk 1.7.0 update11 All All

Application Oracle Openjdk 1.7.0 update13 All All

Application Oracle Openjdk 1.7.0 update2 All All

Application Oracle Openjdk 1.7.0 update3 All All

Application Oracle Openjdk 1.7.0 update4 All All

Application Oracle Openjdk 1.7.0 update5 All All

Application Oracle Openjdk 1.7.0 update6 All All

Application Oracle Openjdk 1.7.0 update7 All All
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Application Oracle Openjdk 1.7.0 update9 All All

Application Oracle Openjdk 1.8.0 All All All

Application Oracle Openjdk - All All All

Application Oracle Openjdk 1.6.0 All All All

Application Oracle Openjdk 1.7.0 All All All

Application Oracle Openjdk 1.8.0 All All All

Application Polarssl Polarssl 0.10.0 All All All

Application Polarssl Polarssl 0.10.1 All All All

Application Polarssl Polarssl 0.11.0 All All All

Application Polarssl Polarssl 0.11.1 All All All

Application Polarssl Polarssl 0.12.0 All All All

Application Polarssl Polarssl 0.12.1 All All All

Application Polarssl Polarssl 0.13.1 All All All

Application Polarssl Polarssl 0.14.0 All All All

Application Polarssl Polarssl 0.14.2 All All All

Application Polarssl Polarssl 0.14.3 All All All

Application Polarssl Polarssl 0.99 pre1 All All

Application Polarssl Polarssl 0.99 pre3 All All

Application Polarssl Polarssl 0.99 pre4 All All

Application Polarssl Polarssl 0.99 pre5 All All

Application Polarssl Polarssl 1.0.0 All All All

Application Polarssl Polarssl 1.1.0 All All All

Application Polarssl Polarssl 1.1.0 rc0 All All

Application Polarssl Polarssl 1.1.0 rc1 All All

Application Polarssl Polarssl 1.1.1 All All All

Application Polarssl Polarssl 1.1.2 All All All

Application Polarssl Polarssl 1.1.3 All All All

Application Polarssl Polarssl 1.1.4 All All All

Application Polarssl Polarssl 0.10.0 All All All

Application Polarssl Polarssl 0.10.1 All All All

Application Polarssl Polarssl 0.11.0 All All All

Application Polarssl Polarssl 0.11.1 All All All

Application Polarssl Polarssl 0.12.0 All All All

Application Polarssl Polarssl 0.12.1 All All All

Application Polarssl Polarssl 0.13.1 All All All

Application Polarssl Polarssl 0.14.0 All All All

http://cve.report/vendor/oracle
http://cve.report/software/oracle/openjdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/openjdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/openjdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/openjdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/openjdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/openjdk
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl
http://cve.report/vendor/polarssl
http://cve.report/software/polarssl/polarssl


Application Polarssl Polarssl 0.14.0 All All All

Application Polarssl Polarssl 0.14.2 All All All

Application Polarssl Polarssl 0.14.3 All All All

Application Polarssl Polarssl 0.99 pre1 All All

Application Polarssl Polarssl 0.99 pre3 All All

Application Polarssl Polarssl 0.99 pre4 All All

Application Polarssl Polarssl 0.99 pre5 All All

Application Polarssl Polarssl 1.0.0 All All All

Application Polarssl Polarssl 1.1.0 All All All

Application Polarssl Polarssl 1.1.0 rc0 All All

Application Polarssl Polarssl 1.1.0 rc1 All All

Application Polarssl Polarssl 1.1.1 All All All

Application Polarssl Polarssl 1.1.2 All All All

Application Polarssl Polarssl 1.1.3 All All All

Application Polarssl Polarssl 1.1.4 All All All
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Document Display | HPE Support Center

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

591350 General Electric D20MX Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (PRSN-0006)
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