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multi_xml gem 0.5.2 for Ruby, as used in Grape before 0.2.6 and possibly other products, does not properly restrict casts o
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Erik Michaels-ober Multi Xml 0.5.2 All All All
Erik Michaels-ober Multi Xml 0.5.2 All All All
Grape Project Grape 0.1.0 All All All
Grape Project Grape 0.1.1 All All All
Grape Project Grape 0.1.2 All All All
Grape Project Grape 0.1.3 All All All
Grape Project Grape 0.1.4 All All All
Grape Project Grape 0.1.5 All All All
Grape Project Grape 0.2.0 All All All
Grape Project Grape 0.2.1 All All All
Grape Project Grape 0.2.2 All All All
Grape Project Grape 0.2.3 All All All
Grape Project Grape 0.24 All All All
Grape Project Grape 0.2.5 All All All
Grape Project Grape 0.1.0 All All All
Grape Project Grape 0.1.1 All All All
Grape Project Grape 0.1.2 All All All
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Application Grape Project Grape 0.1.3 All All All
Application Grape Project Grape 0.1.4 All All All
Application Grape Project Grape 0.1.5 All All All
Application Grape Project Grape 0.2.0 All All All
Application Grape Project Grape 0.2.1 All All All
Application Grape Project Grape 0.2.2 All All All
Application Grape Project Grape 0.2.3 All All All
Application Grape Project Grape 0.2.4 All All All
Application Grape Project Grape 0.2.5 All All All
Application Ruby-lang Ruby All All All All
Application Ruby-lang Ruby All All All All
Reference

MultiXml gem has same vulnerability as Rails' CVE-2013-0156 — patch now | Hacker News

Remove ability to parse symbols and yaml by nate - Pull Request #34 - sferik/multi_xml - GitHub

Google Groups

Google Groups

Addresses a security vulnerability in multi_xml that is identical to the recent rails vulnerability. This is very, very serious and includes the possil
oss-security - Re: CVE request for multi_xml ruby gem (has same problem as CVE-2013-0156)
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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