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Summary

CVE CVE-2013-0190

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-13 01:55:00 UTC

Updated 2013-03-08 04:11:00 UTC

Description The xen_failsafe_callback function in Xen for the Linux kernel 2.6.23 and other versions, when running a 32-bit PVOPS guest, allows local users to cause a denial of service (guest crash) by triggering an iret fault, leading to use of an incorrect stack pointer and stack corruption.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source

USN-1728-1: Linux kernel (EC2) vulnerability | Ubuntu UBUNTU

Xen 'xen_failsafe_callback()' Function Local Denial of Service Vulnerability BID

USN-1725-1: Linux kernel vulnerability | Ubuntu UBUNTU

Red Hat Customer Portal REDHAT

oss-security - [PATCH] xen: Fix stack corruption in xen_failsafe_callback for 32bit PVOPS guests. MLIST

oss-security - Xen Security Advisory 40 (CVE-2013-0190) - Linux stack corruption in xen_failsafe_callback for 32bit PVOPS guests. MLIST

Bug 896038 – CVE-2013-0190 kernel: stack corruption in xen_failsafe_callback() CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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