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The default LDAP ACls in FreelPA 3.0 before 3.1.2 do not restrict access to the (1) ipaNT TrustAuthincoming and (2) ipaNT
| i

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Redhat Freeipa 3.0.0 All All All
Redhat Freeipa 3.0.1 All All All
Redhat Freeipa 3.0.2 All All All
Redhat Freeipa 3.1.1 All All All
Redhat Freeipa 3.0.0 All All All
Redhat Freeipa 3.0.1 All All All
Redhat Freeipa 3.0.2 All All All
Redhat Freeipa 3.1.1 All All All

References

FreelPA Cross-Realm Trust key Information Disclosure Vulnerability B

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE-2013-0199 - FreelPA CONFIRM  www.freeipa.org Patch, Vendor Advisory
89539 OSvDB osvdb.org

D www.securityfocus.com

Releases/3.1.2 - FreelPA CONFIRM  www.freeipa.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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