CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2013-0214

MITRE NVD CVE.ORG Print: PDF %5

CVE-2013-0214

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2013-02-02 20:55:00 UTC

2018-10-30 16:25:00 UTC

Cross-site request forgery (CSRF) vulnerability in the Samba Web Administration Tool (SWAT) in Samba 3.x before 3.5.21,
J

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Samba Samba 3.0.0 All All All
Samba Samba 3.0.1 All All All
Samba Samba 3.0.10 All All All
Samba Samba 3.0.11 All All All
Samba Samba 3.0.12 All All All
Samba Samba 3.0.13 All All All
Samba Samba 3.0.14 All All All
Samba Samba 3.0.14 a All All
Samba Samba 3.0.14a All All All
Samba Samba 3.0.15 All All All
Samba Samba 3.0.16 All All All
Samba Samba 3.0.17 All All All
Samba Samba 3.0.18 All All All
Samba Samba 3.0.19 All All All
Samba Samba 3.0.2 All All All
Samba Samba 3.0.2 a All All
Samba Samba 3.0.20 All All All
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AppIGAUUI Saiva Sainud 0.0.10 A A A
Application Samba Samba 3.5.17 All All All
Application Samba Samba 3.5.18 All All All
Application Samba Samba 3.5.19 All All All
Application Samba Samba 3.5.2 All All All
Application Samba Samba 3.5.20 All All All
Application Samba Samba 3.5.3 All All All
Application Samba Samba 354 All All All
Application Samba Samba 3.55 All All All
Application Samba Samba 3.5.6 All All All
Application Samba Samba 3.5.7 All All All
Application Samba Samba 358 All All All
Application Samba Samba 3.5.9 All All All
Application Samba Samba 3.6.0 All All All
Application Samba Samba 3.6.1 All All All
Application Samba Samba 3.6.10 All All All
Application Samba Samba 3.6.11 All All All
Application Samba Samba 3.6.2 All All All
Application Samba Samba 3.6.3 All All All
Application Samba Samba 3.6.4 All All All
Application Samba Samba 3.6.5 All All All
Application Samba Samba 3.6.6 All All All
Application Samba Samba 3.6.7 All All All
Application Samba Samba 3.6.8 All All All
Application Samba Samba 3.6.9 All All All
Application Samba Samba 4.0.0 All All All
Application Samba Samba 4.0.1 All All All
Reference Source Link Tags
Document Display | HPE Support Center CONFIRM  h20566.www2.hpe.com
Samba SWAT Cross Site Request Forgery and Clickjacking Vulnerabilities BID www.securityfocus.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
openSUSE-SU-2013:0281-1: moderate: samba SUSE lists.opensuse.org
USN-2922-1: Samba vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
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http://www.securityfocus.com/bid/57631
http://rhn.redhat.com/errata/RHSA-2013-1542.html
http://lists.opensuse.org/opensuse-updates/2013-02/msg00033.html
http://www.ubuntu.com/usn/USN-2922-1
http://rhn.redhat.com/errata/RHSA-2014-0305.html

Red Hat Customer Portal

Debian -- Security Information -- DSA-2617-1 samba

89627

[security-announce] SUSE-SU-2013:0519-1: important: Security update for
openSUSE-SU-2013:0277-1: moderate: samba

Samba - Security Announcement Archive

[security-announce] SUSE-SU-2013:0326-1: important: Security update for
CVE Program record

NVD vulnerability detail

REDHAT

DEBIAN

OoSsvDB

SUSE

SUSE

CONFIRM

SUSE

CVE.ORG

NVD

rhn.redhat.com

www.debian.org

osvdb.org

lists.opensuse.org

lists.opensuse.org

www.samba.org Vendor Advisory
lists.opensuse.org

www.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590466 Omron NS Series HMI Multiple Vulnerabilities (ICSA-14-203-01)
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