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Summary

CVE CVE-2013-0218

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-05 23:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description The GUI installer in JBoss Enterprise Application Platform (EAP) and Enterprise Web Platform (EWP) 5.2.0 and possibly 5.1.2 uses world-readable permissions for the auto-install XML file, which allows local users to obtain the administrator password and the sucker password by reading this file.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 5.1.2 All All All

Application Redhat Jboss Enterprise Application Platform 5.2.0 All All All

Application Redhat Jboss Enterprise Application Platform 5.1.2 All All All

Application Redhat Jboss Enterprise Application Platform 5.2.0 All All All

Application Redhat Jboss Enterprise Web Platform 5.1.2 All All All

Application Redhat Jboss Enterprise Web Platform 5.2.0 All All All

Application Redhat Jboss Enterprise Web Platform 5.1.2 All All All

Application Redhat Jboss Enterprise Web Platform 5.2.0 All All All

References

Reference Source

Red Hat Customer Portal REDHAT

Security Advisory SA52041 - Red Hat update for JBoss Enterprise Application Platform and JBoss Enterprise Web Platform - Secunia SECUNIA

Red Hat Customer Portal REDHAT

RedHat Multiple JBoss Enterprise Products CVE-2013-0218 Local Information Disclosure Vulnerability BID

903073 – (CVE-2013-0218) CVE-2013-0218 JBoss EAP/EWP Installer: Generated auto-install xml is world readable MISC
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IBM X-Force Exchange XF

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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