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Summary

CVE CVE-2013-0219

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-24 19:55:00 UTC

Updated 2023-02-13 04:38:00 UTC

Description System Security Services Daemon (SSSD) before 1.9.4, when (1) creating, (2) copying, or (3) removing a user home directory tree, allows local users to create, modify, or delete arbitrary files via a symlink attack on another user's files.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject Sssd 0.2.1 All All All

Application Fedoraproject Sssd 0.3.0 All All All

Application Fedoraproject Sssd 0.3.1 All All All

Application Fedoraproject Sssd 0.3.2 All All All

Application Fedoraproject Sssd 0.3.3 All All All

Application Fedoraproject Sssd 0.4.0 All All All

Application Fedoraproject Sssd 0.4.1 All All All

Application Fedoraproject Sssd 0.5.0 All All All

Application Fedoraproject Sssd 0.6.0 All All All

Application Fedoraproject Sssd 0.6.1 All All All

Application Fedoraproject Sssd 0.7.0 All All All

Application Fedoraproject Sssd 0.7.1 All All All

Application Fedoraproject Sssd 0.99.0 All All All

Application Fedoraproject Sssd 0.99.1 All All All

Application Fedoraproject Sssd 1.0.0 All All All

Application Fedoraproject Sssd 1.0.1 All All All

Application Fedoraproject Sssd 1.0.2 All All All
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Application Fedoraproject Sssd 1.0.2 All All All

Application Fedoraproject Sssd 1.0.3 All All All

Application Fedoraproject Sssd 1.0.4 All All All

Application Fedoraproject Sssd 1.0.5 All All All

Application Fedoraproject Sssd 1.0.6 All All All

Application Fedoraproject Sssd 1.0.99 All All All

Application Fedoraproject Sssd 1.1.0 All All All

Application Fedoraproject Sssd 1.1.1 All All All

Application Fedoraproject Sssd 1.1.2 All All All

Application Fedoraproject Sssd 1.1.91 All All All

Application Fedoraproject Sssd 1.1.92 All All All

Application Fedoraproject Sssd 1.2.0 All All All

Application Fedoraproject Sssd 1.2.1 All All All

Application Fedoraproject Sssd 1.2.2 All All All

Application Fedoraproject Sssd 1.2.3 All All All

Application Fedoraproject Sssd 1.2.4 All All All

Application Fedoraproject Sssd 1.2.91 All All All

Application Fedoraproject Sssd 1.3.0 All All All

Application Fedoraproject Sssd 1.3.1 All All All

Application Fedoraproject Sssd 1.4.0 All All All

Application Fedoraproject Sssd 1.4.1 All All All

Application Fedoraproject Sssd 1.5.0 All All All

Application Fedoraproject Sssd 1.5.1 All All All

Application Fedoraproject Sssd 1.5.10 All All All

Application Fedoraproject Sssd 1.5.11 All All All

Application Fedoraproject Sssd 1.5.12 All All All

Application Fedoraproject Sssd 1.5.13 All All All

Application Fedoraproject Sssd 1.5.14 All All All

Application Fedoraproject Sssd 1.5.15 All All All

Application Fedoraproject Sssd 1.5.16 All All All

Application Fedoraproject Sssd 1.5.17 All All All

Application Fedoraproject Sssd 1.5.2 All All All

Application Fedoraproject Sssd 1.5.3 All All All

Application Fedoraproject Sssd 1.5.4 All All All

Application Fedoraproject Sssd 1.5.5 All All All

Application Fedoraproject Sssd 1.5.6 All All All
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Application Fedoraproject Sssd 1.5.6.1 All All All

Application Fedoraproject Sssd 1.5.7 All All All

Application Fedoraproject Sssd 1.5.8 All All All

Application Fedoraproject Sssd 1.5.9 All All All

Application Fedoraproject Sssd 1.6.0 All All All

Application Fedoraproject Sssd 1.6.1 All All All

Application Fedoraproject Sssd 1.6.2 All All All

Application Fedoraproject Sssd 1.6.3 All All All

Application Fedoraproject Sssd 1.6.4 All All All

Application Fedoraproject Sssd 1.7.0 All All All

Application Fedoraproject Sssd 1.8.0 All All All

Application Fedoraproject Sssd 1.8.0 beta1 All All

Application Fedoraproject Sssd 1.8.0 beta2 All All

Application Fedoraproject Sssd 1.8.0 beta3 All All

Application Fedoraproject Sssd 1.8.1 All All All

Application Fedoraproject Sssd 1.8.2 All All All

Application Fedoraproject Sssd 1.8.3 All All All

Application Fedoraproject Sssd 1.8.4 All All All

Application Fedoraproject Sssd 1.8.5 All All All

Application Fedoraproject Sssd 1.8.6 All All All

Application Fedoraproject Sssd 1.9.0 All All All

Application Fedoraproject Sssd 1.9.1 All All All

Application Fedoraproject Sssd 1.9.2 All All All

Application Fedoraproject Sssd 0.2.1 All All All

Application Fedoraproject Sssd 0.3.0 All All All

Application Fedoraproject Sssd 0.3.1 All All All

Application Fedoraproject Sssd 0.3.2 All All All

Application Fedoraproject Sssd 0.3.3 All All All

Application Fedoraproject Sssd 0.4.0 All All All

Application Fedoraproject Sssd 0.4.1 All All All

Application Fedoraproject Sssd 0.5.0 All All All

Application Fedoraproject Sssd 0.6.0 All All All

Application Fedoraproject Sssd 0.6.1 All All All

Application Fedoraproject Sssd 0.7.0 All All All

Application Fedoraproject Sssd 0.7.1 All All All

Application Fedoraproject Sssd 0.99.0 All All All
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Application Fedoraproject Sssd 0.99.0 All All All

Application Fedoraproject Sssd 0.99.1 All All All

Application Fedoraproject Sssd 1.0.0 All All All

Application Fedoraproject Sssd 1.0.1 All All All

Application Fedoraproject Sssd 1.0.2 All All All

Application Fedoraproject Sssd 1.0.3 All All All

Application Fedoraproject Sssd 1.0.4 All All All

Application Fedoraproject Sssd 1.0.5 All All All

Application Fedoraproject Sssd 1.0.6 All All All

Application Fedoraproject Sssd 1.0.99 All All All

Application Fedoraproject Sssd 1.1.0 All All All

Application Fedoraproject Sssd 1.1.1 All All All

Application Fedoraproject Sssd 1.1.2 All All All

Application Fedoraproject Sssd 1.1.91 All All All

Application Fedoraproject Sssd 1.1.92 All All All

Application Fedoraproject Sssd 1.2.0 All All All

Application Fedoraproject Sssd 1.2.1 All All All

Application Fedoraproject Sssd 1.2.2 All All All

Application Fedoraproject Sssd 1.2.3 All All All

Application Fedoraproject Sssd 1.2.4 All All All

Application Fedoraproject Sssd 1.2.91 All All All

Application Fedoraproject Sssd 1.3.0 All All All

Application Fedoraproject Sssd 1.3.1 All All All

Application Fedoraproject Sssd 1.4.0 All All All

Application Fedoraproject Sssd 1.4.1 All All All

Application Fedoraproject Sssd 1.5.0 All All All

Application Fedoraproject Sssd 1.5.1 All All All

Application Fedoraproject Sssd 1.5.10 All All All

Application Fedoraproject Sssd 1.5.11 All All All

Application Fedoraproject Sssd 1.5.12 All All All

Application Fedoraproject Sssd 1.5.13 All All All

Application Fedoraproject Sssd 1.5.14 All All All

Application Fedoraproject Sssd 1.5.15 All All All

Application Fedoraproject Sssd 1.5.16 All All All

Application Fedoraproject Sssd 1.5.17 All All All

Application Fedoraproject Sssd 1.5.2 All All All
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Application Fedoraproject Sssd 1.5.3 All All All

Application Fedoraproject Sssd 1.5.4 All All All

Application Fedoraproject Sssd 1.5.5 All All All

Application Fedoraproject Sssd 1.5.6 All All All

Application Fedoraproject Sssd 1.5.6.1 All All All

Application Fedoraproject Sssd 1.5.7 All All All

Application Fedoraproject Sssd 1.5.8 All All All

Application Fedoraproject Sssd 1.5.9 All All All

Application Fedoraproject Sssd 1.6.0 All All All

Application Fedoraproject Sssd 1.6.1 All All All

Application Fedoraproject Sssd 1.6.2 All All All

Application Fedoraproject Sssd 1.6.3 All All All

Application Fedoraproject Sssd 1.6.4 All All All

Application Fedoraproject Sssd 1.7.0 All All All

Application Fedoraproject Sssd 1.8.0 All All All

Application Fedoraproject Sssd 1.8.0 beta1 All All

Application Fedoraproject Sssd 1.8.0 beta2 All All

Application Fedoraproject Sssd 1.8.0 beta3 All All

Application Fedoraproject Sssd 1.8.1 All All All

Application Fedoraproject Sssd 1.8.2 All All All

Application Fedoraproject Sssd 1.8.3 All All All

Application Fedoraproject Sssd 1.8.4 All All All

Application Fedoraproject Sssd 1.8.5 All All All

Application Fedoraproject Sssd 1.8.6 All All All

Application Fedoraproject Sssd 1.9.0 All All All

Application Fedoraproject Sssd 1.9.1 All All All

Application Fedoraproject Sssd 1.9.2 All All All

Application Fedoraproject Sssd All All All All

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT rhn.redhat.com
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884254 – (CVE-2013-0219) CVE-2013-0219 sssd: TOCTOU race conditions by copying and removing directory trees MISC bugzilla.redhat.com

[SECURITY] Fedora 18 Update: sssd-1.9.4-2.fc18 FEDORA lists.fedoraproject.org

Releases/Notes-1.9.4 – SSSD CONFIRM fedorahosted.org

Security Advisory SA51928 - SSSD Multiple Denial of Service Vulnerabilities - Secunia SECUNIA secunia.com

Red Hat Customer Portal MISC access.redhat.com

access.redhat.com | CVE-2013-0219 MISC access.redhat.com

Infrastructure/Fedorahosted-retirement - Fedora Project Wiki CONFIRM git.fedorahosted.org

Red Hat Customer Portal REDHAT rhn.redhat.com

[SECURITY] Fedora 17 Update: sssd-1.8.6-1.fc17 FEDORA lists.fedoraproject.org

#1782 (TOCTOU race conditions by copying and removing directory trees) – SSSD CONFIRM fedorahosted.org

Infrastructure/Fedorahosted-retirement - Fedora Project Wiki CONFIRM git.fedorahosted.org

Security Advisory SA52315 - Red Hat update for sssd - Secunia SECUNIA secunia.com

Infrastructure/Fedorahosted-retirement - Fedora Project Wiki CONFIRM git.fedorahosted.org

Red Hat Customer Portal MISC access.redhat.com

SSSD Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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