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Summary

CVE CVE-2013-0220

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-24 19:55:00 UTC

Updated 2023-02-13 04:38:00 UTC

Description The (1) sss_autofs_cmd_getautomntent and (2) sss_autofs_cmd_getautomntbyname function in responder/autofs/autofssrv_cmd.c and the (3) ssh_cmd_parse_request function in responder/ssh/sshsrv_cmd.c in System Security Services Daemon (SSSD) before 1.9.4 allow remote attackers to cause a denial of service (out-of-bounds read, crash, and restart) via a crafted SSSD packet.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject Sssd 0.2.1 All All All

Application Fedoraproject Sssd 0.3.0 All All All

Application Fedoraproject Sssd 0.3.1 All All All

Application Fedoraproject Sssd 0.3.2 All All All

Application Fedoraproject Sssd 0.3.3 All All All

Application Fedoraproject Sssd 0.4.0 All All All

Application Fedoraproject Sssd 0.4.1 All All All

Application Fedoraproject Sssd 0.5.0 All All All

Application Fedoraproject Sssd 0.6.0 All All All

Application Fedoraproject Sssd 0.6.1 All All All

Application Fedoraproject Sssd 0.7.0 All All All

Application Fedoraproject Sssd 0.7.1 All All All

Application Fedoraproject Sssd 0.99.0 All All All

Application Fedoraproject Sssd 0.99.1 All All All

Application Fedoraproject Sssd 1.0.0 All All All

Application Fedoraproject Sssd 1.0.1 All All All

Application Fedoraproject Sssd 1.0.2 All All All
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Application Fedoraproject Sssd 1.0.2 All All All

Application Fedoraproject Sssd 1.0.3 All All All

Application Fedoraproject Sssd 1.0.4 All All All

Application Fedoraproject Sssd 1.0.5 All All All

Application Fedoraproject Sssd 1.0.6 All All All

Application Fedoraproject Sssd 1.0.99 All All All

Application Fedoraproject Sssd 1.1.0 All All All

Application Fedoraproject Sssd 1.1.1 All All All

Application Fedoraproject Sssd 1.1.2 All All All

Application Fedoraproject Sssd 1.1.91 All All All

Application Fedoraproject Sssd 1.1.92 All All All

Application Fedoraproject Sssd 1.2.0 All All All

Application Fedoraproject Sssd 1.2.1 All All All

Application Fedoraproject Sssd 1.2.2 All All All

Application Fedoraproject Sssd 1.2.3 All All All

Application Fedoraproject Sssd 1.2.4 All All All

Application Fedoraproject Sssd 1.2.91 All All All

Application Fedoraproject Sssd 1.3.0 All All All

Application Fedoraproject Sssd 1.3.1 All All All

Application Fedoraproject Sssd 1.4.0 All All All

Application Fedoraproject Sssd 1.4.1 All All All

Application Fedoraproject Sssd 1.5.0 All All All

Application Fedoraproject Sssd 1.5.1 All All All

Application Fedoraproject Sssd 1.5.10 All All All

Application Fedoraproject Sssd 1.5.11 All All All

Application Fedoraproject Sssd 1.5.12 All All All

Application Fedoraproject Sssd 1.5.13 All All All

Application Fedoraproject Sssd 1.5.14 All All All

Application Fedoraproject Sssd 1.5.15 All All All

Application Fedoraproject Sssd 1.5.16 All All All

Application Fedoraproject Sssd 1.5.17 All All All

Application Fedoraproject Sssd 1.5.2 All All All

Application Fedoraproject Sssd 1.5.3 All All All

Application Fedoraproject Sssd 1.5.4 All All All

Application Fedoraproject Sssd 1.5.5 All All All

Application Fedoraproject Sssd 1.5.6 All All All
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Application Fedoraproject Sssd 1.5.6.1 All All All

Application Fedoraproject Sssd 1.5.7 All All All

Application Fedoraproject Sssd 1.5.8 All All All

Application Fedoraproject Sssd 1.5.9 All All All

Application Fedoraproject Sssd 1.6.0 All All All

Application Fedoraproject Sssd 1.6.1 All All All

Application Fedoraproject Sssd 1.6.2 All All All

Application Fedoraproject Sssd 1.6.3 All All All

Application Fedoraproject Sssd 1.6.4 All All All

Application Fedoraproject Sssd 1.7.0 All All All

Application Fedoraproject Sssd 1.8.0 All All All

Application Fedoraproject Sssd 1.8.0 beta1 All All

Application Fedoraproject Sssd 1.8.0 beta2 All All

Application Fedoraproject Sssd 1.8.0 beta3 All All

Application Fedoraproject Sssd 1.8.1 All All All

Application Fedoraproject Sssd 1.8.2 All All All

Application Fedoraproject Sssd 1.8.3 All All All

Application Fedoraproject Sssd 1.8.4 All All All

Application Fedoraproject Sssd 1.8.5 All All All

Application Fedoraproject Sssd 1.8.6 All All All

Application Fedoraproject Sssd 1.9.0 All All All

Application Fedoraproject Sssd 1.9.1 All All All

Application Fedoraproject Sssd 1.9.2 All All All

Application Fedoraproject Sssd 0.2.1 All All All

Application Fedoraproject Sssd 0.3.0 All All All

Application Fedoraproject Sssd 0.3.1 All All All

Application Fedoraproject Sssd 0.3.2 All All All

Application Fedoraproject Sssd 0.3.3 All All All

Application Fedoraproject Sssd 0.4.0 All All All

Application Fedoraproject Sssd 0.4.1 All All All

Application Fedoraproject Sssd 0.5.0 All All All

Application Fedoraproject Sssd 0.6.0 All All All

Application Fedoraproject Sssd 0.6.1 All All All

Application Fedoraproject Sssd 0.7.0 All All All

Application Fedoraproject Sssd 0.7.1 All All All

Application Fedoraproject Sssd 0.99.0 All All All
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Application Fedoraproject Sssd 0.99.0 All All All

Application Fedoraproject Sssd 0.99.1 All All All

Application Fedoraproject Sssd 1.0.0 All All All

Application Fedoraproject Sssd 1.0.1 All All All

Application Fedoraproject Sssd 1.0.2 All All All

Application Fedoraproject Sssd 1.0.3 All All All

Application Fedoraproject Sssd 1.0.4 All All All

Application Fedoraproject Sssd 1.0.5 All All All

Application Fedoraproject Sssd 1.0.6 All All All

Application Fedoraproject Sssd 1.0.99 All All All

Application Fedoraproject Sssd 1.1.0 All All All

Application Fedoraproject Sssd 1.1.1 All All All

Application Fedoraproject Sssd 1.1.2 All All All

Application Fedoraproject Sssd 1.1.91 All All All

Application Fedoraproject Sssd 1.1.92 All All All

Application Fedoraproject Sssd 1.2.0 All All All

Application Fedoraproject Sssd 1.2.1 All All All

Application Fedoraproject Sssd 1.2.2 All All All

Application Fedoraproject Sssd 1.2.3 All All All

Application Fedoraproject Sssd 1.2.4 All All All

Application Fedoraproject Sssd 1.2.91 All All All

Application Fedoraproject Sssd 1.3.0 All All All

Application Fedoraproject Sssd 1.3.1 All All All

Application Fedoraproject Sssd 1.4.0 All All All

Application Fedoraproject Sssd 1.4.1 All All All

Application Fedoraproject Sssd 1.5.0 All All All

Application Fedoraproject Sssd 1.5.1 All All All

Application Fedoraproject Sssd 1.5.10 All All All

Application Fedoraproject Sssd 1.5.11 All All All

Application Fedoraproject Sssd 1.5.12 All All All

Application Fedoraproject Sssd 1.5.13 All All All

Application Fedoraproject Sssd 1.5.14 All All All

Application Fedoraproject Sssd 1.5.15 All All All

Application Fedoraproject Sssd 1.5.16 All All All

Application Fedoraproject Sssd 1.5.17 All All All

Application Fedoraproject Sssd 1.5.2 All All All
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Application Fedoraproject Sssd 1.5.3 All All All

Application Fedoraproject Sssd 1.5.4 All All All

Application Fedoraproject Sssd 1.5.5 All All All

Application Fedoraproject Sssd 1.5.6 All All All

Application Fedoraproject Sssd 1.5.6.1 All All All

Application Fedoraproject Sssd 1.5.7 All All All

Application Fedoraproject Sssd 1.5.8 All All All

Application Fedoraproject Sssd 1.5.9 All All All

Application Fedoraproject Sssd 1.6.0 All All All

Application Fedoraproject Sssd 1.6.1 All All All

Application Fedoraproject Sssd 1.6.2 All All All

Application Fedoraproject Sssd 1.6.3 All All All

Application Fedoraproject Sssd 1.6.4 All All All

Application Fedoraproject Sssd 1.7.0 All All All

Application Fedoraproject Sssd 1.8.0 All All All

Application Fedoraproject Sssd 1.8.0 beta1 All All

Application Fedoraproject Sssd 1.8.0 beta2 All All

Application Fedoraproject Sssd 1.8.0 beta3 All All

Application Fedoraproject Sssd 1.8.1 All All All

Application Fedoraproject Sssd 1.8.2 All All All

Application Fedoraproject Sssd 1.8.3 All All All

Application Fedoraproject Sssd 1.8.4 All All All

Application Fedoraproject Sssd 1.8.5 All All All

Application Fedoraproject Sssd 1.8.6 All All All

Application Fedoraproject Sssd 1.9.0 All All All

Application Fedoraproject Sssd 1.9.1 All All All

Application Fedoraproject Sssd 1.9.2 All All All

Application Fedoraproject Sssd All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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