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Gnome Online Accounts (GOA) 3.4.x, 3.6.x before 3.6.3, and 3.7.x before 3.7.5, does not properly validate SSL certificates
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Gnome Gnome Online Accounts 3.4.0 All All All
Gnome Gnome Online Accounts 3.41 All All All
Gnome Gnome Online Accounts 3.6.0 All All All
Gnome Gnome Online Accounts 3.6.1 All All All
Gnome Gnome Online Accounts 3.6.2 All All All
Gnome Gnome Online Accounts 3.71 All All All
Gnome Gnome Online Accounts 3.7.2 All All All
Gnome Gnome Online Accounts 3.7.3 All All All
Gnome Gnome Online Accounts 3.7.4 All All All
Gnome Gnome Online Accounts 3.4.0 All All All
Gnome Gnome Online Accounts 3.41 All All All
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Application Gnome Gnome Online Accounts 3.6.0 All All All
Application Gnome Gnome Online Accounts 3.6.1 All All All
Application Gnome Gnome Online Accounts 3.6.2 All All All
Application Gnome Gnome Online Accounts 3.71 All All All
Application Gnome Gnome Online Accounts 3.7.2 All All All
Application Gnome Gnome Online Accounts 3.7.3 All All All
Application Gnome Gnome Online Accounts 3.74 All All All
Reference

894352 — (CVE-2013-0240, CVE-2013-1799) CVE-2013-0240 gnome-online-accounts: Does not check SSL certificates when creating Windoy
Security Advisory SA52791 - Ubuntu update for gnome-online-accounts - Secunia

GNOME Online Accounts 3.6.3 released

Prepare 3.7.5 (bc10fdb6) - Commits - GNOME / gnome-online-accounts - GitLab

USN-1779-1: GNOME Online Accounts vulnerability | Ubuntu

Security Advisory SA51976 - GNOME Online Accounts SSL Certificate Verification Security Issue - Secunia
openSUSE-SU-2013:0301-1: moderate: gnome-online-accounts: enable ssl cer

Guard against invalid SSL certificates (edde7¢63) - Commits - GNOME / gnome-online-accounts - GitLab
Bug 693214 — CVE-2013-0240: fails to verify SSL certificates when creating accounts

Guard against invalid SSL certificates (ecad8142) - Commits - GNOME / gnome-online-accounts - GitLab
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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