
CVE-2013-0241
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2013-0241

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-13 01:55:00 UTC

Updated 2023-11-07 02:13:00 UTC

Description The QXL display driver in QXL Virtual GPU 0.1.0 allows local users to cause a denial of service (guest crash or hang) via a SPICE connection that prevents other threads from obtaining the qemu_mutex mutex. NOTE: some of these details are obtained from third party information.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Qxl Graphics Driver Project Xf86-video-qxl 0.1.0 All All All

Operating System Qxl Graphics Driver Project Xf86-video-qxl 0.1.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All
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USN-1714-1: QXL graphics driver vulnerability | Ubuntu UBUNTU www.ubuntu.com

oss-security - CVE request -- qxl: synchronous io guest DoS MLIST www.openwall.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Support / Security / Advisories / / MDVSA-2013:138 | Mandriva MANDRIVA www.mandriva.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Support/Advisories/MGASA-2013-0036 - Mageia wiki CONFIRM wiki.mageia.org

Security Advisory SA52021 - QXL Virtual GPU SPICE Connection Handling Denial of Service Vulnerability - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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