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Summary

CVE CVE-2013-0249

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-08 22:55:00 UTC

Updated 2016-12-08 03:02:00 UTC

Description Stack-based buffer overflow in the Curl_sasl_create_digest_md5_message function in lib/curl_sasl.c in curl and libcurl 7.26.0 through 7.28.1, when negotiating SASL DIGEST-MD5 authentication, allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a long string in the realm parameter in a (1) POP3, (2) SMTP or (3) IMAP message.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Application Haxx Curl 7.26.0 All All All

Application Haxx Curl 7.27.0 All All All

Application Haxx Curl 7.28.0 All All All

Application Haxx Curl 7.28.1 All All All

Application Haxx Curl 7.26.0 All All All

Application Haxx Curl 7.27.0 All All All

Application Haxx Curl 7.28.0 All All All

Application Haxx Curl 7.28.1 All All All

Application Haxx Libcurl 7.26.0 All All All

Application Haxx Libcurl 7.27.0 All All All

Application Haxx Libcurl 7.28.0 All All All

Application Haxx Libcurl 7.28.1 All All All

Application Haxx Libcurl 7.26.0 All All All

Application Haxx Libcurl 7.27.0 All All All

Application Haxx Libcurl 7.28.0 All All All
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Application Haxx Libcurl 7.28.0 All All All

Application Haxx Libcurl 7.28.1 All All All

References

Reference Source

APPLE-SA-2013-10-22-3 OS X Mavericks v10.9 APPLE

cURL Buffer Overflow Vulnerability EXPLOIT-DB

Oracle Critical Patch Update - July 2015 CONFIRM

cURL/libcURL 'Curl_sasl_create_digest_md5_message()' Stack Buffer Overflow Vulnerability BID

89988 OSVDB

USN-1721-1: curl vulnerability | Ubuntu UBUNTU

cURL Buffer Overflow in Curl_sasl_create_digest_md5_message() Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

cURL - Security Advisory (SASL buffer overflow) CONFIRM

Anatomy of a vulnerability – cURL web download toolkit holed by authentication bug | Naked Security MISC

cURL Buffer Overflow ≈ Packet Storm MISC

Slackware Security Advisory - curl Updates ≈ Packet Storm MISC

[SECURITY] Fedora 18 Update: curl-7.27.0-6.fc18 FEDORA

Blog.Volema / cURL buffer overflow MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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