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CVE CVE-2013-0253
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-09 20:55:00 UTC
Updated 2023-11-07 02:13:00 UTC
Description The default configuration of Apache Maven 3.0.4, when using Maven Wagon 2.1, disables SSL certificate checks, which all
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Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Maven 3.0.4 All All All
Application Apache Maven 3.04 All All All
Application Apache Maven Wagon 2.1 All All All
Application Apache Maven Wagon 21 All All All

References
Reference Source Link
Pony Mail! lists.apache.org
Maven - Security Vulnerabilities CONFIRM  maven.apache.c
Pony Mail! MLIST lists.apache.org
RHSA-2013:0700 REDHAT  rhn.redhat.com

917084 — (CVE-2013-0253) CVE-2013-0253 maven-wagon: all SSL certificate checking is disabled by default CONFIRM  bugzilla.redhat.c
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2013-0253/mitre
https://cve.report/CVE-2013-0253/nist
https://cve.report/CVE-2013-0253/cve_org
https://cve.report/CVE-2013-0253.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/maven
http://cve.report/vendor/apache
http://cve.report/software/apache/maven
http://cve.report/vendor/apache
http://cve.report/software/apache/maven_wagon
http://cve.report/vendor/apache
http://cve.report/software/apache/maven_wagon
https://lists.apache.org/thread.html/ff8dcfe29377088ab655fda9d585dccd5b1f07fabd94ae84fd60a7f8%2540%253Ccommits.pulsar.apache.org%253E
https://maven.apache.org/security.html
https://lists.apache.org/thread.html/ff8dcfe29377088ab655fda9d585dccd5b1f07fabd94ae84fd60a7f8@%253Ccommits.pulsar.apache.org%253E
http://rhn.redhat.com/errata/RHSA-2013-0700.html
https://bugzilla.redhat.com/show_bug.cgi?id=917084
https://www.cve.org/CVERecord?id=CVE-2013-0253
https://nvd.nist.gov/vuln/detail/CVE-2013-0253

There are currently no legacy QID mappings associated with this CVE.
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