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Summary

CVE CVE-2013-0254

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-06 12:05:00 UTC

Updated 2021-06-16 12:44:00 UTC

Description The QSharedMemory class in Qt 5.0.0, 4.8.x before 4.8.5, 4.7.x before 4.7.6, and other versions including 4.4.0 uses weak permissions (world-readable and world-writable) for shared memory segments, which allows local users to read sensitive information or modify critical program data, as demonstrated by reading a pixmap being sent to an X server.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digia Qt 1.41 All All All

Application Digia Qt 1.42 All All All

Application Digia Qt 1.43 All All All

Application Digia Qt 1.44 All All All

Application Digia Qt 1.45 All All All

Application Digia Qt 2.0.0 All All All

Application Digia Qt 2.0.1 All All All

Application Digia Qt 2.0.2 All All All

Application Digia Qt 3.3.0 All All All

Application Digia Qt 3.3.1 All All All

Application Digia Qt 3.3.2 All All All

Application Digia Qt 3.3.3 All All All

Application Digia Qt 3.3.4 All All All

Application Digia Qt 3.3.5 All All All

Application Digia Qt 3.3.6 All All All

Application Digia Qt 4.0.0 All All All

Application Digia Qt 4.0.1 All All All
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Application Digia Qt 4.0.1 All All All

Application Digia Qt 4.1.0 All All All

Application Digia Qt 4.1.1 All All All

Application Digia Qt 4.1.2 All All All

Application Digia Qt 4.1.3 All All All

Application Digia Qt 4.1.4 All All All

Application Digia Qt 4.1.5 All All All

Application Digia Qt 4.2.0 All All All

Application Digia Qt 4.2.1 All All All

Application Digia Qt 4.2.3 All All All

Application Digia Qt 4.3.0 All All All

Application Digia Qt 4.3.1 All All All

Application Digia Qt 4.3.2 All All All

Application Digia Qt 4.3.3 All All All

Application Digia Qt 4.3.4 All All All

Application Digia Qt 4.3.5 All All All

Application Digia Qt 4.4.0 All All All

Application Digia Qt 4.4.1 All All All

Application Digia Qt 4.4.2 All All All

Application Digia Qt 4.4.3 All All All

Application Digia Qt 4.5.0 All All All

Application Digia Qt 4.5.1 All All All

Application Digia Qt 4.5.2 All All All

Application Digia Qt 4.5.3 All All All

Application Digia Qt 4.6.0 All All All

Application Digia Qt 4.6.1 All All All

Application Digia Qt 4.6.2 All All All

Application Digia Qt 4.6.3 All All All

Application Digia Qt 4.6.4 All All All

Application Digia Qt 4.6.5 All All All

Application Digia Qt 4.7.0 All All All

Application Digia Qt 4.7.1 All All All

Application Digia Qt 4.7.2 All All All

Application Digia Qt 4.7.3 All All All

Application Digia Qt 4.7.4 All All All

Application Digia Qt 4.7.5 All All All
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Application Digia Qt 4.7.6 All All All

Application Digia Qt 4.8.0 All All All

Application Digia Qt 4.8.1 All All All

Application Digia Qt 4.8.2 All All All

Application Digia Qt 4.8.3 All All All

Application Digia Qt 4.8.4 All All All

Application Digia Qt 4.8.5 All All All

Application Digia Qt 5.0.0 All All All

Application Digia Qt 5.0.1 All All All

Application Digia Qt 1.41 All All All

Application Digia Qt 1.42 All All All

Application Digia Qt 1.43 All All All

Application Digia Qt 1.44 All All All

Application Digia Qt 1.45 All All All

Application Digia Qt 2.0.0 All All All

Application Digia Qt 2.0.1 All All All

Application Digia Qt 2.0.2 All All All

Application Digia Qt 3.3.0 All All All

Application Digia Qt 3.3.1 All All All

Application Digia Qt 3.3.2 All All All

Application Digia Qt 3.3.3 All All All

Application Digia Qt 3.3.4 All All All

Application Digia Qt 3.3.5 All All All

Application Digia Qt 3.3.6 All All All

Application Digia Qt 4.0.0 All All All

Application Digia Qt 4.0.1 All All All

Application Digia Qt 4.1.0 All All All

Application Digia Qt 4.1.1 All All All

Application Digia Qt 4.1.2 All All All

Application Digia Qt 4.1.3 All All All

Application Digia Qt 4.1.4 All All All

Application Digia Qt 4.1.5 All All All

Application Digia Qt 4.2.0 All All All

Application Digia Qt 4.2.1 All All All

Application Digia Qt 4.2.3 All All All

Application Digia Qt 4.3.0 All All All
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Application Digia Qt 4.3.0 All All All

Application Digia Qt 4.3.1 All All All

Application Digia Qt 4.3.2 All All All

Application Digia Qt 4.3.3 All All All

Application Digia Qt 4.3.4 All All All

Application Digia Qt 4.3.5 All All All

Application Digia Qt 4.4.0 All All All

Application Digia Qt 4.4.1 All All All

Application Digia Qt 4.4.2 All All All

Application Digia Qt 4.4.3 All All All

Application Digia Qt 4.5.0 All All All

Application Digia Qt 4.5.1 All All All

Application Digia Qt 4.5.2 All All All

Application Digia Qt 4.5.3 All All All

Application Digia Qt 4.6.0 All All All

Application Digia Qt 4.6.1 All All All

Application Digia Qt 4.6.2 All All All

Application Digia Qt 4.6.3 All All All

Application Digia Qt 4.6.4 All All All

Application Digia Qt 4.6.5 All All All

Application Digia Qt 4.7.0 All All All

Application Digia Qt 4.7.1 All All All

Application Digia Qt 4.7.2 All All All

Application Digia Qt 4.7.3 All All All

Application Digia Qt 4.7.4 All All All

Application Digia Qt 4.7.5 All All All

Application Digia Qt 4.7.6 All All All

Application Digia Qt 4.8.0 All All All

Application Digia Qt 4.8.1 All All All

Application Digia Qt 4.8.2 All All All

Application Digia Qt 4.8.3 All All All

Application Digia Qt 4.8.4 All All All

Application Digia Qt 4.8.5 All All All

Application Digia Qt 5.0.0 All All All

Application Digia Qt 5.0.1 All All All

Application Qt Qt 1.41 All All All
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Application Qt Qt 1.42 All All All

Application Qt Qt 1.43 All All All

Application Qt Qt 1.44 All All All

Application Qt Qt 1.45 All All All

Application Qt Qt 2.0.0 All All All

Application Qt Qt 2.0.1 All All All

Application Qt Qt 2.0.2 All All All

Application Qt Qt 3.3.0 All All All

Application Qt Qt 3.3.1 All All All

Application Qt Qt 3.3.2 All All All

Application Qt Qt 3.3.3 All All All

Application Qt Qt 3.3.4 All All All

Application Qt Qt 3.3.5 All All All

Application Qt Qt 3.3.6 All All All

Application Qt Qt 4.0.0 All All All

Application Qt Qt 4.0.1 All All All

Application Qt Qt 4.1.0 All All All

Application Qt Qt 4.1.1 All All All

Application Qt Qt 4.1.2 All All All

Application Qt Qt 4.1.3 All All All

Application Qt Qt 4.1.4 All All All

Application Qt Qt 4.1.5 All All All

Application Qt Qt 4.2.0 All All All

Application Qt Qt 4.2.1 All All All

Application Qt Qt 4.2.3 All All All

Application Qt Qt 4.3.0 All All All

Application Qt Qt 4.3.1 All All All

Application Qt Qt 4.3.2 All All All

Application Qt Qt 4.3.3 All All All

Application Qt Qt 4.3.4 All All All

Application Qt Qt 4.3.5 All All All

Application Qt Qt 4.4.0 All All All

Application Qt Qt 4.4.1 All All All

Application Qt Qt 4.4.2 All All All

Application Qt Qt 4.4.3 All All All
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Application Qt Qt 4.5.0 All All All

Application Qt Qt 4.5.1 All All All

Application Qt Qt 4.5.2 All All All

Application Qt Qt 4.5.3 All All All

Application Qt Qt 4.6.0 All All All

Application Qt Qt 4.6.1 All All All

Application Qt Qt 4.6.2 All All All

Application Qt Qt 4.6.3 All All All

Application Qt Qt 4.6.4 All All All

Application Qt Qt 4.6.5 All All All

Application Qt Qt 4.7.0 All All All

Application Qt Qt 4.7.1 All All All

Application Qt Qt 4.7.2 All All All

Application Qt Qt 4.7.3 All All All

Application Qt Qt 4.7.4 All All All

Application Qt Qt 4.7.5 All All All

Application Qt Qt 4.7.6 All All All

Application Qt Qt 4.8.0 All All All

Application Qt Qt 4.8.1 All All All

Application Qt Qt 4.8.2 All All All

Application Qt Qt 4.8.3 All All All

Application Qt Qt 4.8.4 All All All

Application Qt Qt 4.8.5 All All All

Application Qt Qt 5.0.0 All All All

Application Qt Qt 5.0.1 All All All
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[Announce] [CVE-2013-0254] Qt Project Security Advisory: System V shared memory segments created world-writeable MLIST lists.qt-project.org
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openSUSE-SU-2013:0411-1: moderate: libqt4: fix a information disclosure SUSE lists.opensuse.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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