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rack/file.rb (Rack::File) in Rack 1.5.x before 1.5.2 and 1.4.x before 1.4.5 allows attackers to access arbitrary files outside tht
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Risk And Classification

Problem Types: CWE-22
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References

Vendor Product Version Update Edition Language
Rack Project Rack 1.4.0 All All All
Rack Project Rack 1.4.1 All All All
Rack Project Rack 1.4.2 All All All
Rack Project Rack 143 All All All
Rack Project Rack 14.4 All All All
Rack Project Rack 1.5.0 All All All
Rack Project Rack 1.5.1 All All All
Rack Project Rack 1.4.0 All All All
Rack Project Rack 1.41 All All All
Rack Project Rack 14.2 All All All
Rack Project Rack 1.4.3 All All All
Rack Project Rack 1.4.4 All All All
Rack Project Rack 1.5.0 All All All
Rack Project Rack 1.5.1 All All All
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rack/file.rb at master - rack/rack - GitHub MISC github.com

CVE-2013-0262 harness.rb - GitHub MISC gist.github.com

Rack: a Ruby Webserver Interface CONFIRM  rack.github.com
Redirecting to Google Groups MISC groups.google.com
openSUSE-SU-2013:0462-1: moderate: RubyOnRails: security version update SUSE lists.opensuse.org
Google Groups CONFIRM  groups.google.com
Security Advisory SA52033 - Rack Insecure File Access Security Issue - Secunia SECUNIA  secunia.com Ven

909072 — (CVE-2013-0262) CVE-2013-0262 rubygem-rack: Path sanitization information disclosure CONFIRM  bugzilla.redhat.com

Prevent symlink path traversals - rack/rack@6f237e4 - GitHub CONFIRM github.com

Google Groups CONFIRM  groups.google.com
909071 — (CVE-2013-0263) CVE-2013-0263 rubygem-rack: Timing attack in cookie sessions MISC bugzilla.redhat.com
Redirecting to Google Groups MISC groups.google.com

CVE Program record CVE.ORG www.cve.org cant
NVD vulnerability detail NVD nvd.nist.gov cant
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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