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CVE CVE-2013-0268
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-18 04:41:50 UTC
Updated 2026-04-29 01:13:23 UTC
Description The msr_open function in arch/x86/kernel/msr.c in the Linux kernel before 3.7.6 allows local users to bypass intended capa

/ |

Risk And Classification

Primary CVSS: v2.0 6.2 from nvd@nist.gov
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Operating System Linux Linux Kernel 3.4.5 All All All
Operating System Linux Linux Kernel 3.4.6 All All All
Operating System Linux Linux Kernel 3.4.7 All All All
Operating System Linux Linux Kernel 3.4.8 All All All
Operating System Linux Linux Kernel 3.4.9 All All All
Operating System Linux Linux Kernel 3.5.1 All All All
Operating System Linux Linux Kernel 3.5.2 All All All
Operating System Linux Linux Kernel 3.5.3 All All All
Operating System Linux Linux Kernel 3.54 All All All
Operating System Linux Linux Kernel 3.5.5 All All All
Operating System Linux Linux Kernel 3.5.6 All All All
Operating System Linux Linux Kernel 3.5.7 All All All
Operating System Linux Linux Kernel 3.6.10 All All All
Operating System Linux Linux Kernel 3.6.11 All All All
Operating System Linux Linux Kernel 3.6.9 All All All
Operating System Linux Linux Kernel 3.7 All All All
Operating System Linux Linux Kernel 3.7.1 All All All
Operating System Linux Linux Kernel 3.7.2 All All All
Operating System Linux Linux Kernel 3.7.3 All All All
Operating System Linux Linux Kernel 3.74 All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-91ae-364da26€
oss-security - Re: CVE request -- Linux kernel: x86/msr: /dev/cpu/*/msr local privilege escalation af854a3a-2127-422b-91ae-364da26€

908693 — (CVE-2013-0268) CVE-2013-0268 kernel: x86/msr: /dev/cpu/*/msr local privilege escalation af854a3a-2127-422b-91ae-364da26¢€
x86/msr: Add capabilities check - torvalds/linux@c903f04 - GitHub af854a3a-2127-422b-91ae-364da26¢

www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.7.6 af854a3a-2127-422b-91ae-364da26€
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http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=c903f0456bc69176912dee6dd25c6a66ee1aed00
http://www.openwall.com/lists/oss-security/2013/02/07/12
https://bugzilla.redhat.com/show_bug.cgi?id=908693
https://github.com/torvalds/linux/commit/c903f0456bc69176912dee6dd25c6a66ee1aed00
http://www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.7.6

[security-announce] openSUSE-SU-2013:1187-1: important: 3.0.80 kernel up af854a3a-2127-422b-91ae-364da26€

[security-announce] SUSE-SU-2013:0674-1: important: Security update for af854a3a-2127-422b-91ae-364da26€
kernel/git/torvalds/linux.git - Linux kernel source tree MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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