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Multiple cross-site scripting (XSS) vulnerabilities in Ganglia Web before 3.5.6 allow remote attackers to inject arbitrary web
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ganglia Ganglia-web 2.1.0 All All All
Ganglia Ganglia-web 211 All All All
Ganglia Ganglia-web 21.2 All All All
Ganglia Ganglia-web 2.1.3 All All All
Ganglia Ganglia-web 215 All All All
Ganglia Ganglia-web 2.1.6 All All All
Ganglia Ganglia-web 21.7 All All All
Ganglia Ganglia-web 2.1.8 All All All
Ganglia Ganglia-web 2.2.0 All All All
Ganglia Ganglia-web 3.3.0 All All All
Ganglia Ganglia-web 3.3.1 All All All
Ganglia Ganglia-web 3.4.1 All All All
Ganglia Ganglia-web 3.4.2 All All All
Ganglia Ganglia-web 3.5.0 All All All
Ganglia Ganglia-web 3.5.1 All All All
Ganglia Ganglia-web 3.5.2 All All All
Ganglia Ganglia-web 353 All All All
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Application Ganglia Ganglia-web 35.4
Application Ganglia Ganglia-web 2.1.0
Application Ganglia Ganglia-web 211
Application Ganglia Ganglia-web 21.2
Application Ganglia Ganglia-web 2.1.3
Application Ganglia Ganglia-web 2.1.5
Application Ganglia Ganglia-web 2.1.6
Application Ganglia Ganglia-web 217
Application Ganglia Ganglia-web 2.1.8
Application Ganglia Ganglia-web 2.2.0
Application Ganglia Ganglia-web 3.3.0
Application Ganglia Ganglia-web 3.3.1
Application Ganglia Ganglia-web 3.4.1
Application Ganglia Ganglia-web 3.4.2
Application Ganglia Ganglia-web 3.5.0
Application Ganglia Ganglia-web 3.5.1
Application Ganglia Ganglia-web 3.5.2
Application Ganglia Ganglia-web 353
Application Ganglia Ganglia-web 3.54
Application Ganglia Ganglia-web All
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References

Reference

Ganglia Web 'view_name' Parameter Cross Site Scripting Vulnerability

Escape special characters. Clean up input - ganglia/ganglia-web@31d3489 - GitHub
oss-security - Re: CVE request: XSS flaws fixed in ganglia

Ganglia Web 3.5.6 released « Ganglia Monitoring System

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

892823 — (CVE-2013-0275, CVE-2013-1770) CVE-2013-0275 CVE-2013-1770 ganglia: several XSS flaws in ganglia-web MISC

Link
bug:
WWV
githt
WWV

gan

Wwv
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