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Summary

CVE CVE-2013-0308

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-08 21:55:03 UTC

Updated 2026-04-29 01:13:23 UTC

Description The imap-send command in GIT before 1.8.1.4 does not verify that the server hostname matches a domain name in the subject's Common Name (CN) or subjectAltName field of the X.509 certificate, which allows man-in-the-middle attackers to spoof SSL servers via an arbitrary valid certificate.

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Git-scm Git All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None

https://cve.report/
https://cve.report/CVE-2013-0308/mitre
https://cve.report/CVE-2013-0308/nist
https://cve.report/CVE-2013-0308/cve_org
https://cve.report/api/cve/CVE-2013-0308.json
https://cve.report/CVE-2013-0308.pdf
http://cve.report/vendor/git-scm
http://cve.report/software/git-scm/git


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

APPLE-SA-2013-09-18-3 Xcode 5.0 af854a3a-2127-422b-91ae-364da2661108

Oracle Solaris Third Party Bulletin - April 2015 af854a3a-2127-422b-91ae-364da2661108

GIT 'git-imap-send' Command SSL Certificate Validation Spoofing Vulnerability af854a3a-2127-422b-91ae-364da2661108

openSUSE-SU-2013:0382-1: moderate: git: check SSL certificates during im af854a3a-2127-422b-91ae-364da2661108

Security Advisory SA52361 - GIT &quot;git-imap-send&quot; SSL Certificate Verification Security Issue - Secunia af854a3a-2127-422b-91ae-364da2661108

openSUSE-SU-2013:0380-1: moderate: git: check SSL certificates during im af854a3a-2127-422b-91ae-364da2661108

'[ANNOUNCE] Git v1.8.1.4' - MARC af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

GIT 'git-imap-send' Certificate Validation Flaw Lets Remote Users Spoof an IMAP Server - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

#701586 - git: CVE-2013-0308: Incorrect IMAP server's SSL x509.v3 certificate validation - Debian Bug report logs af854a3a-2127-422b-91ae-364da2661108

About the security content of Xcode 5.0 af854a3a-2127-422b-91ae-364da2661108

Security Advisory SA52443 - SUSE update for git - Secunia af854a3a-2127-422b-91ae-364da2661108

Bug 804730 – VUL-1: CVE-2013-0308: git: missing SSL host verification in git-imap-send af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

909977 – (CVE-2013-0308) CVE-2013-0308 git: Incorrect IMAP server's SSL x509.v3 certificate validation in git-imap-send command af854a3a-2127-422b-91ae-364da2661108

raw.github.com/git/git/master/Documentation/RelNotes/1.8.1.4.txt af854a3a-2127-422b-91ae-364da2661108

Security Advisory SA52467 - Red Hat update for git - Secunia af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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