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Bundler before 1.7, when multiple top-level source lines are used, allows remote attackers to install arbitrary gems by creat

Risk And Classification

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

References

Vendor
Bundler
Bundler
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Opensuse
Opensuse
Opensuse

Opensuse

Product
Bundler
Bundler
Fedora
Fedora
Fedora
Fedora
Fedora
Fedora
Opensuse
Opensuse
Opensuse

Opensuse

Version Update
All All
All All
19 All
20 All
21 All
19 All
20 All
21 All
13.1 All
13.2 All
13.1 All
13.2 All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

Reference

Source

Bundler: Bundler may install gems from a different source than expected (CVE-2013-0334) CONFIRM

[SECURITY] Fedora 21 Update: rubygem-bundler-1.7.3-1.fc21

FEDORA
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[SECURITY] Fedora 20 Update: rubygem-bundler-1.7.3-1.fc20 FEDORA lists.fedoraproject.org Third Pa

Bundler CVE-2013-0334 Security Bypass Vulnerability BID www.securityfocus.com  Third Pa
openSUSE-SU-2015:0628-1: moderate: Security update for rubygem-bundler SUSE lists.opensuse.org Third Pa
Bundler: Insecure installation (GLSA 201609-02) — Gentoo security GENTOO  security.gentoo.org Third Pa
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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