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Summary

CVE CVE-2013-0336

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-03 23:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description The ipapwd_chpwop function in daemons/ipa-slapi-plugins/ipa-pwd-extop/ipa_pwd_extop.c in the directory server (dirsrv) in FreeIPA before 3.2.0 allows remote attackers to cause a denial of service (crash) via a connection request without a username/dn, related to the 389 directory server.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Freeipa 3.0.0 All All All

Application Redhat Freeipa 3.0.1 All All All

Application Redhat Freeipa 3.0.2 All All All

Application Redhat Freeipa 3.1.1 All All All

Application Redhat Freeipa 3.1.2 All All All

Application Redhat Freeipa 3.1.3 All All All

Application Redhat Freeipa 3.1.4 All All All

Application Redhat Freeipa 3.0.0 All All All

Application Redhat Freeipa 3.0.1 All All All

Application Redhat Freeipa 3.0.2 All All All

Application Redhat Freeipa 3.1.1 All All All

Application Redhat Freeipa 3.1.2 All All All

Application Redhat Freeipa 3.1.3 All All All

Application Redhat Freeipa 3.1.4 All All All

Application Redhat Freeipa All All All All
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Reference Source

Malformed Request BID

IBM X-Force Exchange XF

Security Advisory SA52763 - FreeIPA &quot;ipapwd_chpwop()&quot; DN Username Handling Denial of Service Vulnerability - Secunia SECUNIA

Issue #3539: DoS when connecting with a missing username/dn - freeipa - Pagure.io CONFIRM

Infrastructure/Fedorahosted-retirement - Fedora Project Wiki CONFIRM

Bug 913751 – CVE-2013-0336 389-ds-base: DoS when connecting with a missing username/dn CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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