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CVE-2013-0338

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-0338

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2013-04-25 23:55:00 UTC

2018-10-30 16:27:00 UTC

libxmlI2 2.9.0 and earlier allows context-dependent attackers to cause a denial of service (CPU and memory consumption) \

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
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Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 - Its All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 8.04 - Its All
Canonical Ubuntu Linux 10.04 - Its All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 8.04 - Its All
Opensuse Opensuse 12.1 All All All
Opensuse Opensuse 12.2 All All All
Opensuse Opensuse 12.3 All All All
Opensuse Opensuse 12.1 All All All
Opensuse Opensuse 12.2 All All All
Opensuse Opensuse 12.3 All All All
Xmlsoft LibxmI2 1.7.0 All All All
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Debian -- Security Information -- DSA-2652-1 libxmI2 DEBIAN
openSUSE-SU-2013:0555-1: moderate: libxmlI2: fixed two entity expansion p SUSE
Security Advisory SA52662 - Debian update for libxml2 - Secunia SECUNIA
About Secunia Research | Flexera SECUNIA
[security-announce] SUSE-SU-2013:1627-1: important: Security update for SUSE
Oracle Critical Patch Update - January 2015 CONFIRM

Bug 912400 — CVE-2013-0338 libxml2: CPU consumption DoS when performing string substitutions during entities expansion ~CONFIRM

openSUSE-SU-2013:0552-1: moderate: libxml2: fixed two entity expansion p SUSE
USN-1782-1: libxmI2 vulnerability | Ubuntu UBUNTU
Support / Security / Advisories / / MDVSA-2013:056 | Mandriva MANDRIVA
libxml2 - XML parser and markup toolkit CONFIRM
'[security bulletin] HPSBGNO03302 rev.1 - HP IceWall Federation Agent, Remote Denial of Service (DoS)' - MARC HP

CVE Program record CVE.ORG
NVD vulnerability detail NVD

/] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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