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CVE CVE-2013-0375
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-17 01:55:04 UTC
Updated 2026-04-29 01:13:23 UTC
Description Unspecified vulnerability in the Server component in Oracle MySQL 5.1.66 and earlier, and 5.1.28 and earlier, allows remot

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:L/I:.L/A:N

Problem Types: NVD-CWE-noinfo | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:.L/A:N
2.0 nvd@nist.gov Primary 55 AV:N/AC:L/Au:S/C:P/I:P/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mariadb Mariadb All All All All
Application Oracle Mysql All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link Tags

Gentoo Linux Documentation -- MySQL: Multiple vulnerabilities — af854a3a-2127-422b-91ae-364da2661108 security.gentoo.org  Third Pz

Oracle Critical Patch Update - January 2013 af854a3a-2127-422b-91ae-364da2661108 www.oracle.com Vendor ,
USN-1703-1: MySQL vulnerabilities | Ubuntu af854a83a-2127-422b-91ae-364da2661108 www.ubuntu.com Third Pz
Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108 oval.cisecurity.org  Third Pa
Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108 rhn.redhat.com Third Pa

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva  af854a3a-2127-422b-91ae-364da2661108 www.mandriva.com Broken |
About Secunia Research | Flexera af854a3a-2127-422b-91ae-364da2661108 secunia.com Not App

CVE Program record CVE.ORG Www.cve.org canonici

NVD vulnerability detail NVD nvd.nist.gov canonic


http://cve.report/vendor/mariadb
http://cve.report/software/mariadb/mariadb
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://security.gentoo.org/glsa/glsa-201308-06.xml
http://www.oracle.com/technetwork/topics/security/cpujan2013-1515902.html
http://www.ubuntu.com/usn/USN-1703-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A17175
http://rhn.redhat.com/errata/RHSA-2013-0219.html
http://www.mandriva.com/security/advisories?name=MDVSA-2013:150
http://secunia.com/advisories/53372
https://www.cve.org/CVERecord?id=CVE-2013-0375
https://nvd.nist.gov/vuln/detail/CVE-2013-0375
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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